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Justice for Iran (JFI) is a not-for-profit, non-governmental
organization established in July 2010. JFI uses methods such as
documentation of human rights violations, collecting
information, and research about authority figures who played
a role in severe and widespread violation of human rights in
Iran, as well as use of judicial, political and international
mechanisms in place, to execute justice, remove impunity and
bring about accountability to the actors and agents of human
rights violations inside of the Islamic Republic of Iran.

Pursuing its mission and as foll ow
Wit hhout P uJAl is & thenproness of 'documenting the

instances of sexual violence and rape suffered by female

political prisoners in Iran since the establishment of Islamic

Republic of Iran. The first installment of this report focused on

the rapes that took place inside Iranian prisons during the

1980’ s and was published in November
parts of this researchgeg Q2600O0esning t
will be published soon. The series of reports attempt to view

torture and imprisonment in different decades in Iran through

the eyes of sexuality and is set to explore the topic of violence,

harassment and torture of the female political prisoners. By

doing so, while legitimizing the pain and suffering endured by

the victims of such heinous crimes, the actors and agents of

those crimes will be introduced to the public and the society

while measures will be taken, through producing valid

documents, to hold such individuals accountable and if

possible punish them.

Furthermore, JFl is in the process of completing a data bank of

information and personal data of the violators of human rights

in Iran. This data bank is being compiled not only to be used in

bringing forth legal cases, but also to increase the general

public’”s knowledge regarding the hum
effort to start the process of accountability.
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1. Introduction

In 2007, the Islamic Revolutionary Guards Corps (IRGChligisésl an organization titled
Center to Investigate Organized Crime (Cyber COrfiee).This center which is a division of
the IRGC focuses on ensuring the security of the Islamic Republic of Iran on the cyber space.

After its establishment, the first case file the center worked on was a project titled
éMuzillirg! (also known aserdatr Whirlpool) in the process of which ersianwebsites

that had pornographic content were shut down. A number of individuals were arrested
under the title of Persian porn producers and subsequetttipsferred toWard 2A of Evin
Prisonwhich is under the contl of the IRGC. The Center to Investigate Organized Crime
published the names and photographs of 45 of the individuals arrested and called them
Muzillinb e ' G G KS dranas natibphaVi@evisioibrigasicast the confessions of
some of the accusedhia few episodes. In the televised confessions, the accused admitted
that they intended to attack the cultural basis of th@amicRrepublicthrough corrupting

and driving the youth from the right path as well as having political agendas against the
govenment or Islam and reeived money from the Americarogernment to establish and
produce content for the pornographic websites.

A year and half later, a number of the detainees and relatives of the detainees broke their
silence about the treatments endurdtiat led to the said confessions. They filed complaint
to official judicial authorities regarding long stretches of time spent in solitary cells,
continuous and severe physical and psychological torture to obtain and record false
confessions, lack of respt of the authority for the right of due process from the moment of
arrest throughout the entire duration of preliminary investigation phase, depriving from the
basic righs of visitation with the family or retaining an attorney being provided with
medical treatment, and other such calamities endured by the detainees.

Although serious doubts existed regarding the legality of the detentions and preliminary
research, as well as the extraction of confessiotie Secial Prosecution Office to
InvestigateComputerized Crimeghe judicial arm ofserdabProject issued indictments for
majority of the detainees in late summer of 2009, requesting execution as punishment for
some of them.This office is the same authorityhw hadordered the arrest of the acces,
issuedtheir temporary detention warrants, and was instrumental in the explanation of
crimes andcarrying out thepreliminary research.

Different branctes of theRevolutionary Courtwhere the case file of those accused in the
Muzillin Project were set, issued sentences ranging from multiple yeafrgsnprisonment to
execution. It has beereportedthat at least 7 individualaccused in this project have been
sentenced toexecutionbut we could only verify the issuance of execution order for five
individuals.

! Muzillinis an Arabic word meamg being lost or wayward. The Center to Investigate Organized Crime of the
IRGC used this term to describe a project in which individuals have been arrested for collaborating, launching
and producing pornographic content.
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At the time of findizing this report, three of those fivexecution orders issued for the

accused irMuzillin Project were upheld by the Supreme Court. The three individuals who

are at imminent danger foexecution are Ahmad Reza Hashempour,eSadalekpour, and

Mehdi Alizadeh. Furthermore, the case file of Vahid Asghari, another accused sentenced to
execution by the lower court, is awaiting the fipatigmentof the Supreme Court. Hassan Si

{11 KGAQa SESOdziAz2zy 2 NRS NIbytheAmmeSyraddFSréiveress A F ¢
Commission. Currently, Si 8#ks serving his sentence ward 350 ofEvin Prison

Furthermore, at the time of publication of this report, no information could be obtained
regarding legal pursuing of the security andigial officials who had beespecifically
named in complaits filed by some of the accused. According to the accused, the officials
were instrumental in severe violation of the rights of the prisoners, obtaining confession
through use of torture and viating the principle of due process and fair trial. The officials
responsible for this project, both in the securitiiapterincluding the officials of the Cyber
CrimeOffice of the IRGC and other officers of IRGC intelligence Organization, as well as in
the judicialsystemincluding the inspectors, officials of tifgpecial Prosecution Office to
Investigate Computerized Crimesfficials of the General and Revolutionary Prosecution
Office of Tehran, as well as judges of Revolutionary Coustcontinue to enjoy impunity

and remain in their influential positiaof power.

Once finished wittMuzillin (Gerdal) Project, Center to Investigate Organized Crime (Cyber
Crime Office) played an important role in the Pe2009 election events in identifying,
arrestingand sentencing the protestors involved in the post election unrest, particularly
those active on the cyber space. The Center also systematically identifies and arrest
individuals who produce contesbn cyber spac® SSY G ONR YAyl ¢ @é& (KS
deemed criminal by the Center, aside from pornographic content, includes insulting the
religion of Islam or theslamicRepublicofficials,proselytizingthe . | Kfaitf, Aoropagating
Sufism and gnosis, proposal for discrimination against the ethnicitidsations within Iran

as well as other minorities, using web space to establish-lalatinic Republic political
groups, publishing methods of circumventing the filtering imposethkyslamicRepublicin

order to access websites blocked as well apading (linking) the content of the blocked
websites.

What you see before you is a report detailing the widespread and severe violations of the
rights of the accused in th&erdabProject by the authorities and officials of the IRGC
Intelligence Office, iparticular the Center to Investigate Organized Crime, the General and
Revolutionary Prosecution Office of Tehran as well as the courteloh Province. The
information cited to in this report have beetaken fromprimary sourcesJustice for Iran
interviews with some of the detainees, their family members and attorneys and other
informed sources, as well as secondary source such as published or unpublished documents
and evidences, e.g. court rulings, letters of prisoners and their family members,i@vien?
authority figures connected to this project with the media as well as what was published in
the official websites of the responsible organizations.

5dz2S (G2 GKS AYLERZNIIFIYG NS LXIFeSR o6& (GKS LwtEC
separatesection of the report is dedicated to thisenter. Furthermore, profiles of two of
the security / judicial officials who were both instrumentalGerdabProject as well as other
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human rights violations are brought in parts of the report. The report alslndes a legal
analysis of the severe cases of violations of the rights of those accusgeriabProject
with respect tothe domestic laws of the Islamic Republic

2. Some Victims of Human Rights Violation in the GerdabProject

2.1. Saeed Malekpour

Biography

Born in June 1975, Saeed Malekpour graduated
from Material Engineering department at Sharif
University of Technology in Iran. He hagrked

™ g5 an expert at Iran Kdoow, Razi Research

2 Center and wa one of the inspectors of Garma
Felez Company In July 204, Malekpour
migrated to Canada with his wife and started his
Work asa software developer and a freelance designer for internet pages. One of the
programs he wrote was purchased by an Iranian website and later used sendisate
pornographic content. & customary, i name was inscribed in the codes of the software
GKAOK SR (2 GKS LNIYAFY ldzZiK2NAGASEQ ARSY(A

Arrest and Other Details of Case File

t dzNA dzI y i { 2ver& dickness, IMalék o iIRavelad 1Bin from Canada on Octeb

1, 2008 OnOctober 4, 2008he was arrested in theicinity of Vanak square by number of
plain clothesagents. Fom that date untilAugust 19, 200@otal of 320 days) Malekpour was
held in a solitary cell with dimensions 1.7 x 2 metersvard 2A of Evin Prisonthisward is
under the control of the Itelligence Office of the IRGC and the prisoners held in
complete isolation from the outside world, without access to books, newspaper or other
accommodationAtthetime2 ¥ a | f S 1 LJ2 dzheidf tHatDfice yas Mdjafolislam
Gholamhossein Ramezani.

OnMarch 16,2008 { I SSR al tf S LJ2 dzZNHdGweverValékGoNdwadlodlya SR | ¢
informed of this development 40 days latevhen he was allowed to have short
conversation with his family.

On March 18,2009 the Cyber Defenseffice of the IRGC, under the supervision of
SergeantsMohammad Sadeghi, issued an announcement on their webd@erdab
www.gerdab.ij, a G F Ay 3> a¢KS Ly (i SdHave HemffioSa nlinb&tIofSa 2 F
organized antreligion, anti-culture andanti-public chastity networks active in Persian on

the internet and havannihilatedi KSY Ay | 02 YLI SE 2LISNI GA 2y ¢

% Letter of the Family of Saeddalekpour, Prisoner on Death Row, Boroumand Foundation, December 9, 2011,
available atttp://www.iranrights.org/farsi/document1925.php

® Announcement Number 1, March 18, 2009, Center te$tigate Organized Crime, available at
http://www.gerdab.ir/fa/pages/?cid=160
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Twodays later, a movie was broadcasted from thenian national ¢levisionin which Saeed

Malekpour and a few otheraccusedn the caseconfes®&d to theircrimes. In s confession,

Malekpour acceptedresponsibility for management of pornographic websites such as
xpersia Sahvat SarglLust Palace), andvizoon(Danglej and said & hyS 2F GKS ¢
which we produced obscene images and [prontptewd behaviorwas through hacking the
$So00OFY 2F AYRAQDARdzZ f adé

Headded ahy OS 6S LINRPY2(3SR | yR betHaddl WhdéciigEd$oR 2 06 & C
ridicule religious belief We would superimpose obscene photographs on religious
ceremonies or images. Even in writing we ridiculed the religious ceremonies. Our aim was to

strike a blow to the religious belief of the people, in particular the yoMtithen a young
personloseshisl 5t A 3A2dza 06Sf ASFas KS gAftft 06S LINBLI NB

The video confession of Saeed Malekpour was broadcast franian national television
prior to his trial and conviction.

Finally, the Secial Prosecution Office to Investigate Computetiz€rimesissued an

indictment in which it requested maximum punishment (execution) for Malekpour. The case

file is then handed over tbranch28 of the Revolutionary Courtpresidedover by Judge
Mohammad Moghiseh. Prior to this development, in a televisthh2 I NJ Y GAGE SR &
w ST Ifari,\Mea@ of the aforementioned prosecution offiaalled Malekpour and others
 0O0dzaSR Ay GKS aryS OFasS FTA{S aO2NNHzLIia 2y &
LINE IANF YS WIFQFF NRX &l Agadargd humhelSoNdite® yis ingcknact with Y | y |
250 obscene and amoral websites in the world, promotes illicit acts and incest there,
promotes sinful actions with childrebgstialityand such, insults what is deemed holy in our

faith, insults our prophet ath other holyprophets questions the mourning processions, and
alSsa oKIFEG KS RSaAaSNIBSAa dzll2y 2dzNJ K2t & NBfAOas
nothing in the world can be titled as such. When we identify what the issue [crime] is,
naturally the sentence for it is clear as wellhe sentence and punishment for being a

corrupt on earth is execution.Our request is exactly that. | mean that if such punishment

cannot be issued for these people, then certainly there is a problem with either otk evo

our law. Naturally, we are pursuing their work... We will show no mercy in dealing with
GKSY 06S0OldzaS (KSe& Ay@FrRSR (GKS LISNE2YIf &Ll O
and madeeffortsT 2 NJ LINRE Y2 (G A2Y 2F O2NNHzZI A2y 2y S| NIK
In the same television program, another judge named Kian Manesh, who antkentas an

inspector atoranch21 of the Prosecution fiice of Tehran, affirmethat the arrest warrants

for Saeed Malekpour and others accusedthe case were issuetly himself ad his
colleagues.

The accusations listed in thedictment of Saeed Malekpour ags follows:

* A recording of the program is available on YouTube at
http://www.youtube.com/watch?v=0MzJxyOxxD0&feature=related
5

Id.
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1. action against national security through propaganda against the regime by way of
distributing different material and collaborating with Amggime groups byvay of
launching different websites and providing and publishing derogatory material and
having contact with foreign agents and disseminating insulting materials

2. Insulting what is holy and necessary in the religion of Islam and the grand prophets
and the nnocent Imams, as well as the holy Mecca and prayer and ... through
preparation and dissemination of derogatory images and stories

3. insulting the founder of the Islamic Republic of Iran and the supreme leader as well
as the respected office of the presidetitrough publication of derogatory photos,
stories and material

4. Af€£S3aAFE SFENYyAYy3 (K2dAKG NBOSAGAYy3a YzySe 1
sites

5. preparing, producing and disseminating obscene works such as photographs,
movies, and stories throdgthe computer, communication and email systems as
well as launching multiple obscene sites in a systematic manner with the aim of
collapsing and disruptinghe cultural and social security of the families and
persuasion and encouragement to disseminatergption and prostitution in the
society

OnAugust 19, 2009, Malekpour wé&ransferredfrom his solitary cell to the generaleaof
ward 2A where he remained untDecember 1, 20090n that day, Malekpour was once
again transfered to a solitary cell, tis time inWard 240 of Evin Prisorwhich is also under
the control of IRGC. He remained in absolute solitary confinement for another 48 days.

OnFebruary 8, 201,0Malekpourwastransferred to the generalvard of Evin Prisonfirst to
Andarzgah 7 and theward 350.

¢CKS FANRBRO aSaarzy 2F { loB\®wRmber9of 2610 HitazhNeBaE O NA |- f
the Revolutionary Courpresided over by Judge Mohammad Moghiseh. In this session,
Malekpour denied all the charges against him and stated that hikessions were obtained

under torture.

The initial sentence of the preliminary court was issued ecember 9, 2010In the
sentence, Judge Moghiseh charged Malekpour with being a corrupt on earth for trying to
corrupt the youth ad cause the collapse ohe interest of the slamicRepublicthrough
launching pornographic websites and sentenced him to execution. Malekpour also received
7 years of imprisonment for insulting Ayatollahs Khomeini and Khamenei and the president
as well as insulting what is hoRart of the verdict reads as:

Noting the entire content of the case file and the investigations done as
direct confessions of [the accused] in different stages of the investigation and
the report of the agents and the documents available in his case file
[demonstrating that] ina systematic manner, he created networks inside and
outside of the country and direct collaboration of the foreign nations by
providing technical capabilities for the accused, [and his actions] with the
purpose of spreading and ireasing corruption irthe society and straying
the youth from the correct path with the intention of collapsing the holy aims

8
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of the IRI through culturahvasionand his pivotal andindisputablerole in

the cultural war in the last years against the Bl per article 10, section A of
article 3 of the Law of Punishment of Individuals with lllegal Activity in Audio
Visual Capacity and article 190 of the Islamic Penal Code, the court finds the
accused to be corrupt on earth and issues and announces thecveosti
execution for the accused.

Furthermore, with respect to thaccused directing insults tive founder of

the Islamic Republic, thexated L Y'Y YK2YSAYyA o6al & D2RQa
upon him) and the elevated supreme leader, as per article 514 of thmils|

Penal Code, the court sentences the accused to 2 years of imprisonment,

taking into account the time already spent in detention. | the case of insulting

the president, as per article 609 of the Islamic Penal Code, the accused in
sentenced to six monthof imprisonment, taking into account the time spent

in detention. In the case of insulting what is holy in Islam, as per article 513 of

the Islamic Penal Code, the accused in sentenced to 5 years of imprisonment,

taking into accont the time spent in degntion.

By this time and as d¥ebruary 8, 2010 Saeed Malekpour had bé&amsferred to general
ward of Evin Prisorwhere, like other prisoners, he was granted weekly visitation rights. He
took advantage of the more relatmosphereat the generalward and was able to wri¢ a
letter and send it out oprison?® In the letter, he describebow he was arrested and the
severe manners in which he was torturedbth while inward 2A andat another location
1Yy26y I a ac¢ 3i0éegencekifct acerifesiad Sut of him

Most of the time the tortures were performed by a group. While | remained
blindfolded and handcuffed, several individuals armed with cables, batons,
and their fists struck and punched me. At times, they would flog my head and
neckand oher body parts Such mistreatment was aimed at forcing me to
write what the interrogators were dictating, and to compel me to play a role
in front of the camera based on their scenarios. Sometimes, they used
extremely painful electrical shock that wouldrpyze me temporarily. Once in
October 2008, the interrogators stripped me while | was blindfolded and
threatened tousea bottle of waterfon me]’ One of thosedays, as a result of
being kicked, punched, and lashed with cables on my head and face, eny fac
became very swollen. | lost consciousness several tiviele being beaten

but eachtime they would bring me tdoy splashing water on my face [and
continued with the torture]. That night, they returned me to my cell. At the
end of the nightwhen the lidgnts were out,| realized my ear was bleeding. |
banged on the door of my celhut nobody came. The next day | was
transferred t09 @A y  LINR dhileyh@ifiof nytbady wad paralyzeohd |

was unable to move. The doctat the clinic after seeing my andition,
insistedthat | should be transferred to a hospital. However, | was returned to
my cell instead, and | was ldfiere until 9:00pm.At 9 pm, | was transferred
along with three guards, while hand cuffed and blindfoldedBaghiatollah

8/ 2YLX SGS GNIyaftldiSR GSEG 2F {FSSR al ftS1LRdNDa € SidsSN
"Meaning using the bottle to rape Malekpour.
9
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hospital. Onour way to the hospital, the guards told me | wa#t allowed to
give my real namand ordered me to use the alias Mohammad Saeedi. They
threatened me with severe torture if | did not follow their orders.

i
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Before | was able to be examined by the doctor, one of the guards met with
the doctor on duty in the emergency rogn entered a few minutes later.
Without performing any examinations, radiography, or testhe doctor
simply stated that my problem veastress related. He wrote his diagnosis on
the medical report and prescribed a few pills. When | asked him to at least
wash my ear the doctor saitiat it was not necessaryn that condition,l was
returned to the detention centre with the blood clot reaming in my ear. For

20 days, the left side of my body was paralyzed, and | had little control over
my left arm and leg muscles. | also had difficulty walkikgjde from these
tortures, an January 24, 2008t the Technical Officeafter being subject to
severe beatings, one of the interrogators threatened to pull out my tootln wit

a pair of tongs. One of my tdebroke and my jaw was displaced after | was
kicked in the face by him. However, the physical tortures were nothing
compared to the psychologicadrments.

| endured long solitary confinement time (totaling to more than one year)
without phone calls or the possibility of visiting my loved ones, constant
threats to arrest and torture my wife and family if | did not cooperate, threats
to kill me. Tley also provided me with false news of arresting my wife. My
mental health was severely threatened. | had no access to any books or
journals in the solitary cells, and at times, | would not speak to anybody for
days.

8 A secret detention center belongirto the IRGC at an undisclosed location outsidévifi Prisortomplex.
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About the promises that his interrogatth 3+ @S KA Y Wwas prémisedNih theS &3 = &
presence of theinspector assigned to the casfMohammad Mehdi Mousaj that if |

participate in their false televised confession, they would release me conditionally or on bail

until the court date. They atspromised that | will enjoy the maximum lenierioythe issued
indictment | was promisedhat the indictment would ask for a maximum of two years
imprisorment and since time spent in solitary cell is counted as more than normal
detention, | could potentlly be conditionally releasedd

In an interview with BOPS al f S LJ2 dzNR A& 6 A TS 0 | 1% Al edRmd K9 70 S |
half has passed since his interrogations, signs of tortare still visibleon Saeed
al £ §1L12dNDaE o02Re v¢

In a letter published © October 24, 2010, Eftekhari wrote to Ayatollah Larijani, Head of the
HzRAOALFNBE GKFG WdzZRIS a23a3KA&aSK NB2SOGSR al f S
examiner in order for the signs of torture on his body to be documentdd. the same

letter, Etekhari noted that the court session of Malekpour lasted only 15 minutes.

After the publication of the letters and the interview of Eftekhari wdfiferent media

outlets, a newcase file is put together foboth Malekpour and f&ekhari. In this case &l

Malekpour isaccused® ¥ G OF dzA Ay 3 02y T dza A 2 donbpkidgywihahis G K S
wife to commit ac Y | I+ Ay ad yI (A2 yhefe hateSterzN® néwd ¢ { 2
developmentson this case file

OnJune5,201X ! £ AT F RSK ¢ 0 lILiRldBNIXEA I niaiyrSsyrdBaachl f S 1

HH 2F GKS { dzZLINBYS [/ 2 dakBcutisn-sénhtenc&dué to eRciercy i 1 S LJ2
the researchstage of the proceedingsnd so the case file has been send bacBtanch28

for completion of rsearch and issuaecof a newsentence'? In relation to the deficiency,

the Supreme Courasked that theRevolutionary Courlook into the accusation of torture

brought forth by Malekpour and his attorneys. Supreme Court also requested for an
independent expert form the Offe of Justice who specializes in computer to look into the
complait 2 F al f S{ LJ2 dzbtadirg that it is2Add¢hhiBallyaimpossible for Siavash

Hossein Khani, manager Afizoonpornographic website, to be the same person as Saeed
Malekpour.

OnOctoker 2, 2011 following the return of thecase file toBranch28 of theRevolutionary
Courto @8 GKS {dzZLINBYS / 2dzNI X GKS fFLaid asSaairzy 27
Malekpour again denied all chga's against him and declared that he was inndcen

Without seeking the opinion of an official expert form the Office of Justice regarding
whether or not Siavash Hossein Khesas an alias for Malekpour, the aforementioned trial

°® Whether or not this is the real name of the individual is still unclear to us.
%\vife of Saeed Malekpour Says that Her Husband Is to Be Sentenced to Execution, BBC PersiarZ40ctober
2010, available atttp://www.bbc.co.uk/persian/iran/2010/10/101024 u04 malekpour_eftekhari.shiml
' etter of Petition of Wife of Saeed Malepour, on DeatiwRto LarijaniTahavole SabzOctober 24, 2010
available ahttp://www.tahavolesabz.net/item/8680
PILNFYAFY {dzLINBYS [/ 2dzNI / FyOStf SR alfS1LRdNRat 9ESOdzi
http://www.bbc.co.uk/persian/iran/2011/06/110605 117 saeed_malekpour verdict.shtml
11
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resulted in an execution verdideurthermore investigation surroundinghe claim of torture
O2YLINRASR 2F GKS 0O2dz2NI I thd mahBe had dcQideth? dzNI &
performingtorture on him, whether or not higlaim is true. In response, the interrogator

stated G KIF G al £ S L3 dzZNRa G ivholly With&itfmerd &l ednlyistatedi dzNBS R
such claims inhopes ofescapng LJdzy A A KYSy G ® ¢KS O2dzNI | OOS LJ
responseg A 1 K2dzi € 221Ay3 Ayid2 Ftyeé 2F alfS{LR2dNRa
dismissed the claim of torture.

On January 29, 2012 ff@@ial News Agencies of the Islamic Republic announced that Saeed

al f §1L2dzND& SE Svasiziphel yby teS GupdnfeOSourt and thereby,

al £ S1 LJ2alzdfice of Aeyal recourse ended al £ S L2 dzNDa | G2 N S
informed of the content of the dcision of the Supreme Court ten days prior to the
broadcasting of the news. They considered the upholding of the execution sentence by the
judges ofBranch32 of the Supreme Court, who had prior to this halted the sentence due to

what they deemed to be @ dzF FA OA Sy i NBASF NOKX GKAIKE @ adza
the utter absence of any research or follow up done with regards to what the supreme court
judges had requested in order to rectify the insufficiency.

In an interview aired on January ,12012 from BBC, Shadi Sadr, human right activist and
attorney at law,announced It is clear that he Cyber Defense Office of IRB4S imposed
its extrajudicial will on th&Supreme Courk y 2 NRSNJ G2 | Olj dzA NB B y | LILI

Saeed Malekpo® & S E S O drihds Peén 8 tJRe difice to Camwyt Sentences for
General andRevolutionary Coustof Tehrart?

In October 2010, Saeed M#&bour was transferred back wward 2A fromward 350. He is
allowed a weely phone call for a few minutesnd one monthly visitation with lsifamily.

Although Malekpour has been in detention for over three years, his attorneys were only
allowed to visit him two or three times prior to the convening of the second court session. In
fact, Malekpour had not met kiattorneys until his first court session, where he met and
became acquainted with his defense attorneys inside of the court room.

Throughout the time Saeed Malekpour has been incarcerated, different international
organizations such as Amnesty Internat@b and the International Society for Defense of
Human Rights, havexpressedtheir concerns regarding his deplorable condition and the
violation of his human rights as well as the violation of the right of due process in hi¥case.

13 State Murder Project by the Hands of IRGC Cyber Defense Team, ShadaBaary 18, 2012, available at
https://shadisadr.wordpress.com/2012/01/18/sepa/

“s5S8HGK w2 tNAA2YSNE {FSSR alfS1Ll2dNRa /a8 {Syid (2
2012, available ahttp://www.rahana.org/archives/48029

'* Look at the announcement of Amnesty International ahé tnternational Society for Defense of Human

Rights at http://amnesty.org/en/library/asset/MDE13/015/2011/en/5ed2d8d285 -4fdd-a707
267bbac6c80f/mde130152011en.pdf http ://www.amnesty.org/zikhant/node/29052 and
http://www.fidh.org/%D8%A2%D8%BA%D8%A7%D8%B2%B3%D8%A7%D9%84 2RI28%A8%D8%A7
%DB%8C%DA%A9
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2.2. Vahid Asghari

Biography

Born onApril 3, 1986in the city of Mianeh, East Azerbaijan
Province, Vahid Asghari was a student lofformatics
Sciences at India University. In order to make a living while in
India, Asghari sold host and domain spaces Rersian
weblogs and wisites. Some of such weblogs and websites
belonged todissident opposition membeysuch as Ahmad
Batebi® According toAhmad Asgharihis brother Vahid
Asghari never had a website or weblog of his dWwn.

Arrest and Other Details of Case File

After four years of education in India, Asghari returns to Iran to visit his familyM&n8,
2008 Asghari was arrested at Imam Khomeini International Airport by plain clothed agents
of IRGC while trying to leave Iran for India in order to present his thesisraddage. He
was subsequently transferrea ta solitary cell atvard 2A of Evin Prison the ward under

the controlof IRGE and remained in thatvard for 16 months. Asghari was one of the first
individuals arrested in connection witBerdabProject. Theifst time he was permitted to
have visitation was a year after his arrest when he was traresiefrom the solitary cell at
ward 2A to the generahrea ofward 2A. For 16 months and until March 2010, when Asghari
was transferred to generatard of Evin Prisorfward 350), he was in a detention center that
was controked by the IRGC. Blge time ofthe publication ofthis report, Asghari has been
held in temporary detention for three years and nine months.

Directed bySergeanMiohammad Sadeghi, the Center tovéstigate Organized Crime is part
of the Cyber Defense Office of IRGEG.March 18, 2009 the Center published an

announcement on its official websiteierdab at www.gerdab.if and announced the

annihilation of antisecuity, anti-religion, Anticulture and antichastity websites®

Less than a month later, the websi@erdabintroduced Vahid Asghari as the firsdividual

I 00dzaSR Ay t+IBKR B8SAONKadzy Bt KAY | &Y G+l KAR !X |
of the largest collection of obscene websites in Persian on the internet; he played an
important role in producing and providing obscene contenPersian(films, images, stories,

...) and directed the users ward obscenePersianand foreign content of othesites with
anti-religious and antrevolutionary content

®CompleiS GNI yafliSR GSEG 2F +FKAR ! a3akKENAQa fSGG§SN OFy
" Written Testimony of Ahmad Asghari, Justice for Iran.

8 Announcement Number 1, March 18, 2009, Center to Investigate Organized Crime, available at
http://www.gerdab.ir/fa/pages/?cid=160
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SergeantMohammed{  RS3IKA SELX I AySR (KS OKINHSa&a 27 +
individuals active in anteligious, antisecurity and ati-moral fields, he[Asghari]wrote,

GoS @I twekané thadidlthe major reason for our support. Be assured that your site

will never be mentioned anywheferad S OdzNRA & NBIF a2y & ¢

Gerdabg S0 aAGS It a2 6 NRI(S ke aforerdeddioned:staiell Ris wok K | NRA Y
2003 through launching webs#eand groups on the interneByreceiving technical support

from the American company Dreanost for a small fee, he started designing and carrying

out a systematic action to identify activists and producers of-ggiigious, antisecurity, and

anti- moral content on the internet and uniting them and providing them with technical
support for free. Registering domain and hosting, designing and installing software for the
websites and ... technical and financial support of the websites such as Fred\dtes
(anti-religious),Shazdel(anti-moral and antireligious), Ahmad Batebi (argecurity), Snow

White (antimoral), aylar4u.com (antnoral) announcing his willingness for technical
support and launching of an obscelraniane-magazine and providing spéc domains for
obscenelranian websites, played a significant role in promoting cybérilism in Persian

and ridiculing and insulting thislamicbeliefs and the IslamiBevolutionof Iran as well as

[aiding] the activity of the enemies of the IslamievBlution. Aside from providing services

FYR adzlJLl2 NI F2NJ FNBS (2 GKS FF2NBYSYyiGA2y SR
the free flow of information and free access of thanian people to educational sexual
contentin Persiarand making suchontent accessible iRersiarfor those interested as well

4 GKS NAIKG G2 FNBSR2Y 2F SELINBaairzy SgSy
played an important role in attracting and hiding the identity and information of the
managers of the antieligious, antimoral, and antisecurity sites and ensured their safety.

What was mentioned above is, in and of itselffestament to the execution of a pre
planned and systematic scenario by the aforementioned with the support and teahn
backing ofthe Dream Host @mpany in USA and the financial backing of Goagewell as
other internet advertising companies.

Theactivitiesof the aforementionedare as follows:

1 Launchingdl sites with obscene, vulgar, andligious, and antsecurity contat in
... Company.I(is notevorthy to mention that .... Company supported and hosted
majority of the obscene, anteligious, and antsecurity and oppositioniranian
websites that are active in USA.) His directing panethis company included 83
domans, 5 sub domains, 752/5 Gigaytes of space (Host) plus 2 Giga bytes of
additional space each week, 9®96Giga Bytes bandwidth plus 40ig& bytes
additional each week, unlimited email account in which the accused has so far
created 109 mail boxes, unlimiteBTP account in which the accuskds so far
created 30 usernames,

1 Financialand technical support ahbacking (registering the domain and hostiog)
the antireligious website of Free MaNotes (freemannotes.com) that belonged to
the brother of the accusd,
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1 Hnancial and technical support and backing (registering the domain and hosting) of 4
websites of Aimad Batebi, a fugitive securigriminal, through direct contact with
him via the internet and collaborating in designing the mentioned sites, plabmg t
logo of his site in other websites and advertizing for it online, contact with servers of
interest in order to work on the issues related to these sites, installing the necessary
software on these sites and ... It is noteworthy that the accused regdtardomain,
provided hosting and an electronic mailbox as well as financial and technical support
for Ahmad Batebi and his websites, knowiind) well that he is a securitgriminal
and a fugitive,

1 Financialand technical support and backing (registerthg domain and hosting the
site and advertizing) of the obscene website of Red and White (Shazdeh.com) and
creating mirror domains (sorkhosefid.in and sorkhosefid.com) to circumvent
filtering. Theaforementionel site contains obscene comedy,

1 Announcing wlingness to financially and technically support an obscearian e-
magazine under the guise of open access of Iranian people to educatieradl
materialin Persianand providing access to homosexual content for those interested
in such material in tb Persian language

1 Providing obscenstorieswith anti-religious, antirevolutionary content in one of the
obscene, antreligious, antirevolutionary websites

1 Insulting Imam Khomeini, the exalted office of the supreme leader and the officials
of the regme through placing of altered anddulting images in their sites,

1 Pacing of antirevolutionary clips of the story of the revolution with insulting
content regarding the departed Imam (may the blessing of god be upon him), the
leader ofthe revolution, and Dr. Mahmoud Ahmadi Nejad, the president, on the

internet,
f Linkingto anti-lslamici A 1S 2F oo dd dF doBHE sup&rSitiordadmh & S 2 1
ignorance and becomay S¢ |G 0KS yS¢ eSINEE¢ | a oSttt

YR A3y 2Nl y Olkedogo of tyaRsitelalh HisOthef sites
Placing amad for sale ofunderagelraniangirls

Registering and selling domain toanian obscene websites such &hahvat Sara
(Lust Palace)

1 Producing and publishing the first series of sexy stories in Persiathe internet,
including two book with over 600 pages of obscene stories in Persian about topics
such as homosexuality, illicit incest and ...

1 Preparing the way for spreading prostitution in the society through starting obscene
friend finding websites iPersian

1 Launching two obscene groups in Yahoo! that was used as a place to send obscene
Persiammaterial and newsletters of obscene sites mentioned ahove

1 Exchange of links and logo with other obsceRersiansites in order to guide the
Iranianuser trafic into those sites and introducing the obsceRersiansites to the
Persianspeakers and creating a filtbreaker and proxy addresses for entering
obscene and filtered sites in order to facilitate the entry of users into these, sites
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1 Qeating the domain88031530.com (the nuber is the phone number of the
Filtering ©@mmittee) for the Einstein collection of sites in order to ridicule the
filtering by using their phone number as the address of the site and titling it Sex in
Iran website

1 Requesting the usex to send obscene images and stories and upon receiving those,
placingthem in their obscene websites

1 Receiving images insulting to the Lord of the Martyrs [the third Imam of the Shiite,
Hossein ibn Ali] (peace be upon him) and expressing thanks fod isking the user
who sent those images to send more

1 <elling and showindranian obscene movies copy righted to the collection of sites
belonging to the accused

Slling obscendranianmovies to a manager of a foreign obscene,site
Activity in a pyramidscheme network along with his brother

Inviting users who are medical experts to collaborate in launching a question and
answer section focused on obscene matter

1 Sending material to the obscene website Alizoonand advertizing for his sites

thered'@

A few days after the publication of this announcement @erdabwebsite, the Iranian

national televisiorbroadcast a movie in which Vahid Asghari and a few other accugbd in

case confess to theirrimes. Asghari spoke in parts of that mo¥ie & L  LoN#BdddisRS R A
who had obscene sites or sites that opposed arhicRepublicwith free host and space...

My income for launching my own series of obscene,-mligious and antregimewebsites

which also served to support those sites, was between 1008060 dollars that | received

on a monthly basis from the American Citi Bank. It was in form of a check... my second
action was sending links of the opposition websites to the collection of groups that | had
ONB I G SR®E

When these confessions aired from th@anian television, Vahid Asghari had not yet been

tried or sentenced by a court.

Eventually, an indictment was issued asking for maximum punishment (execution) and the
case file was sent from th&ecial Prosecution Office to Investigate Computerizath€sto
branch15 of theRevolutionary Coumpresided oveby Judge Abulghasem SalavatioPto

iKAa RS@OSt2LISyGs wSTF W QFFNRI KSFIR 2F GKS
0SSt SPrarzy LINRIANIY GAGE SR &{ Kguested makiumi 0 K S
punishment or execution for all those acased in this case file as theywé I € a 02 NNIz
9 NI K®dE

Later, in a letter of complaint sent out &vin Prisoron March 10, 2010 when he was
transferred to generalvard 350 fromward 2A, Asbari writes:

¥ Muzillin-1 network,April 11, 2009available ahttp://www.gerdab.ir/fa/news/73/
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[Ulnder the existing laws and regulations pertaining to the freedom of
information on the internet, | provided host and domain to human rights
activists, political prisoners, university students who were arrested and were
being tortured sucht & ! KYIF R . FGS0AZ ¢2YSyQa NAIKGaA
weblog zarhahb.com, and social and political refugees residing outside of
Iran. | also technically and financially supported and managed their websites
which is not in contravention with holy laws thgtiarantee human rights of
individuals. Whatever they wrote in their respective websites they did under
their own responsibility and not mine. Accusing me of soft over throw and
cyber warfare, both being political crimes, will mean that | must be tried in
the presence of a jury. If the law is to be executed properly about me, [it
must be noted] that | have not created anything of my own. If fact from the
moment of my entry into the internet, | never wrote a piece myself and
merely [technically] supported wesites that are recognized [here] to be anti
regime, antirevolution, and antfaith.?

The letter of complainis written to the attention of Judge Abulghasem Salavati, Head of
Branchl5 of theRevolutionary Couras well as the Military Prosecution OfficeTehran. In
the letter, Vahid Asghari describes the tortures he was subject to:

[T]he interrogators caused a change in my mood and behavior as well as
damaging and fracturing of the skull, nose, backbone and neck bones and
topical bleeding from the imtrior of my nose, bleeding of the gum and my
hands and feet. There were also blows struck to the brain, bruising and
fatiguing of the body and feet, lashes, hose and baton blows, heavy slaps and
punches to the head and brain and ears and my unprotected, ficking to

my feet, stomach, and head and bleeding from the gums and my hands and
feet. Blows struck to the brain, bruising and fatiguing of the body and feet,
lashes and baton blows took place at all hours of the day and night and
happened to everyond. was present at the scene when others were being
harassed and hurt. The obstinate interrogators and experts of the Judiciary
and the Cyber Defense Army of the Islamic Revolutionary Guards Corps
(IRGC), aside from punishments bestowed without any legahariabased
verdict, repeatedly spewed insults and vulgar and sexually charges curses
about me, my family, and even their own families and god, the prophet (may
god protect us), and the leader.

X

For months, they illegally took me into their custodgrh Evin, blindfolded

and handcuffed, and transport me to the torture lair of IRGC, secret code
GCrNB¢rkat ¢ G |y dzyRAAOf2aSR 20 0A2y GKI
manner in order to achieve their goal of causing diversion in and abusing [...]

the case file. They placed me in a tight and dark cupboard filled with harmful

critters, dungeons, and bath tub (while hand and feet were cuffed) and

Dr2YLE SGS GNI yat I (S Rttedcnbé foudfin thelagpdnBix to tRiSrépbriNA Q a
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placed suffocating bags that would not allow oxygen penetration over my
head (exactly like the bags used ingBtanamo and Abu Ghraib). They beat
me harshly with wooden sticks, hung me upside down with a rope and
handcuffs and slapped and lashed me.

They showed large and sharp liquid gftiestruck me on my sides and
stomach with brass knuckles and placed a&mih my throat or wrists and
threaten me with murder or gang rape and thus, forcefully dictate what they
wanted to me; they made promises and forced me to falsely confess and sign
and fingerprint [the writing]. They also videotaped the false confessions
many times.

In his letter, Asgharalso stated that he was never permitted to meet with his attorneys.
Asgharialsocomplairs to the Military Prosecution Office as well as the Suprenmiplinary

Court of ddges from the research judge Ghasem Zadeh, spesgaurity inspector
Mohammad Mohammadi Mousavi and the torturing interrogators, case experts and the
IRGC. However, no document has been found indicating that his complaint was followed up
on.OnJuly 31, 2010Asghari filedanother complaint against thBRGC for having committed
crimes against humanity. AccorditgAhmadAsghariprother of Vahid Asgharnone of the
complaints have so far been proces£éd.

In January 2012, Judge Abulghasem Salavati issued execution sentence for Vahid Asghar
Asghariprotested the sentence sbis case filevas returnedto branch6 of the Supreme

Court for review. At the time of publication of this report, the Supreme Court had not yet
issued its decision.

Vahid Aghari is presently held awvard 350 of Evin Prisonn temporary detention. His

period of detention has lasted near four years. His family membersward mates have
announced that, due to blows struck to his skull asttier tortures suffered duringhis

period of interrogation atward 2A, Asghari has lost hisemtal balance. The Medical
Examiner has also affirmed that Vahid Asghari is clinically insane. Under such conditions, on
January 28, 2012, Asghari was taken outvafd 350 by IRGC interrogators and convinced

that if he were to give another televised cosion, his execution sentence will be
dismissed. Asghari agreed, once again, to confess against himself and the others accused in
this case fil&?

¢CKNRdzZAK2dzi GKS GAYS aAyOS ! a3KFENRAQA | NNBaidz
threats. One of hidrothers was also detained and only reledsafter a bail of 100 million
Tomans(roughly $100,000)vas posted for himHisother brother who is a refugee seeking
asylum in turkey has been harassed and threatened.

# Meaning the tube of a liquid glue that has a narrow tip and was used for threatening the victim to rape.
#\W\ritten testimony of Ahmad Asghari, Justice for Iran.
#vahid Asghari, Prisoner Sentenced t@@ition Was Forced to Confess, HRAN#uary 30, 2012vailable
at http://hra -news.org/138901-27-05-27-21/112161.html.
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2.3. Ahmad-Reza Hashempour

Biography

Born in 1970in Shiraz, Ahmadreza Hashempour resided in
Shiraz and holds a doctorate degree. His father was an
employee of the petroleum company of Gachsaran and was
assassinated in September of 1981 by Mhejahedine Khalg
Organization.

Arrest and Other Details of the Case File

¢KS SEIFIOG RIFEGS 2F 1 1aKSYLRd2NDa | NNBad Aa dzy
accused irfMuzillin Project, he was aested around the summer of 2008rom the time of

his arre$, Hashempour has been keptwaard 2A d Evin Prisonaward under the control of

the IRGC. In the last three years since Hashempour has been in temporary detention, he was
never transferred, even for a short while, to the genevakd.

After the announcement of annihilating the organized iameligion, antisecurity and anti
culture andanti-public chastity networkby the IRGC intelligence forces, some information
is published orGerdabwebsite about Hashempott.

On the website of the Center to Investigate Organized Crime, Hashempoumiduotd as
one of the accused in the case file of MuzBin About him, the website says,
Gl I AaKSYLR dzZNB  Oheyf thie SrosOetiyeime R Bf fhe amndligion and
obscene websitesvailablein Persian He ... worked on producingand publisiing obscene
content for antireligion and obscene websites such as amizesh.com, avizoonamun,
shahvatsara.com.

A Major and widespread activity of accusékhmadreza H.Pwas writing and publishing

obscene stories in multiple installments about crgemder relations as well as homosexual
relations. Aside from writing and publishirmbscene stories regarding af@ihari@ and
uncustomary sexual interactions, he personally sent obscene photographs and clips to the

list serves that caused the spread of 5 O2y (i Sy i 2 (KS Ay iSNYySi o¢

Twodays after the publication of the announcement of the Center to Investigata@zed
Crime of IRGC, a movie svdbroadcast from thelranian national televisiorin which
Ahmadreza Hashempour and a few otheaccusedin the caseconfess to their crimedn

parts of the movie, Hashempour said aL KI R O2y 4l O 6A0GK GKSA&S
AYY2NI £ ad2NASaoé

* Announcement Number 1, March 18, 2009, Center to Investigatga®zed Crime, available at
http://www.gerdab.ir/fa/news/227
% Muzillin-3 Network,Gerdak April 11, 2009available ahttp://www.gerdab.ir/fa/news/227.
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Othersaccused in this case file, including Saeed Malekpour, Vahid Asghari and Shahrouz
Vaziri and their familie spoke of unbearable tortures inflicted upon the accused by the
interrogators of the IRGC intelligence office in order to extract testimony and a televised
confession against themselv&din his letter of complaint, Vahid Asghari writes,

There were alstlows struck to the brain, bruising and fatiguing of the body
and feet, lashes, hose and baton blows, heavy slaps and punches to the head
and brain and ears and my unprotected face, kicking to my feet, stomach,
and head and bleeding from the gums and nantis and feet. Blows struck

to the brain, bruising and fatiguing of the body and feet, lashes and baton
blows took place at all hours of the day and night and happened to everyone.

| was present at the scene when others were being harassed and’hurt.

By examining he collection of the text published by other individuals accused in the same
case file as Hashempour, it can be deduced that he was subject to much coercion inflicted
through use of torture and force in order tdfer confession.

Eventually an indictment was issued asking for maximum punishment (execution) for
Hashempour and his case file was sent fr&ecial Prosecution Office to Investigate
Computerized Crime® the Revolutionary Coutt t NA2NJ (G2 GKAA&A RSGOSt 2L
head of the 8ISOA I f t NP&aASOdziAz2zy 2FFAOS:E KIFIR RSOf |
OKFG KS O2yaARSNBR Ffft GKS | 00dzaSR Ay (KAaA
execution?®

In the same television program, another judge named Kian Manesh who atntigewias

working at Prosecution Office of District 21 of Tehran asnaestigatoradmits that the

arrest warrant for Hashempour and ottsaccused were issued by him and his colleadties.

In its process of research, Justice for Iran was unable to diseelieh branch of the
Revolutionary Courissued the execution verdict of Ahmadreza Hashempour. However, in
January 2012, the Supreme Court upheld the execution order issued for Hashempour. The
branchupholding the execution verdict &g also not identified.

% Seesections2.1 and 2.2for cases ofSaeed Malekpour and Vahid Asghari. Furthermore, Shahrouz Vaziri,
FY20KSNJ AYRAGARdzE f | O0OdzaSR Ay (GKA& OFasS FA{S aleéeaxz a
court about the physical and psychologitaiture, long term solitary confinement, insults and cursing and
beatings by IRGC interrogators, extracting forced and dictated confessions and the absence of any contact with
the family or ability to retain an attorney from March 14, 2009 to February002 Shahrouz Vaziri, March 7,
HAMANE
*'See the letter in the appendices
22 The film can be viewed on YouTubenétp://www.youtube.com/watch?v=0MzJxyOxxDO0&feature=related
Id.
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3. Organizations and Officials Responsible for the Violation of
Human Rights in GerdabProject

As explained before, Center to Investigate Organized Crime, a subset of the Cyber Defense
Office which is itself aranchof IRGC intelligence Offids,thesecurity organizatiomplaying

the most significant role in th&erdabProject. This enter was established iB007and has

since been managed b8ergeantsMohammad Sadeghi. In 2008hd when the arrest
resulting from theGerdabProject began, Hojjatolista GholamhosseifRamezani, was the
Intelligence Bputy of IRGC. Hoa SAY ¢ QS6 NXB LiielIRESIRelligehcy ST | y A
Deputyin 2009. The detainees and their relatives also named IRGC intelligence interrogators
Masoud (Pseudonym) and Tavakkoli (probablpseudonym), the real identity dfoth is
unclear, as the main interrogators of tli&erdabProject. Gerdabwebsite, the official outlet

of the Center to Investigate Organized Crimeaside from reporting news and
announcements of the Centgis also engagkin publishing names and photographs of the
political protestors making # website a tool for oppression. The site is registered in the
name ofMehran Emami. Also, Mohammadi N@eputy Director ofCenter tolnvestigate
Organized Crime, has discussgffierent projects of the Center in interviews and speeches.

Meanwhile, the Prosecution Office of Tehran, at the time under the supervision of Saeed
Mortazavi, worked on the judicial part of the cases from the stiarfall of 2008, while the
arrests relatel to Gerdab Projects were underway, thé&pecial Prosecution Office to
Investigate Computerized Crimegas establised in Tehran. Mortazavi appointeReza
WEQFFNR (2 RANBOG (KS t NP & Eoapnéd férifireeny@atsh OS >
Hojjatdislam Mohammad Mehdi Mousavi, inspector lmfanch1 of this Prosecution Office,

was in charge of the case files of many of the detainees. Some of the case files, such as that
of Saeed Malekpour, were processed in Prosecution Office of District 21 (Ershad wh
Judge Kian Manesh, who is introduced in various television programs as the inspector of
general and revolutionary prosecution offices, was stationed. Another research judge by the
name of Ghasem Zadeh waamedby at least one prisoner as the judicalthority under

whose presence and knowledge the tortures took place.

Case files of the accused werevi@rded to differentbrancles of theRevolutionary Court
Majority of the files were processed by judg@bulghasem Salavati headlwyanch15 and
Mohammad Moghiseh, head diranch 28. At leas three of the accused (Vahid éisari,
Hassan Si Sakhti and Mehdi Alizadeh) were sentenced to execution by Salavati while one
other (Saeed Malekpour) was sentenced to execution by Moghiseh.

Further, from amongsthe security and judicial officials in charge@é&rdabProject, so far
Hossein Taeb, Saeed Mortazavi, Abulghasem Salavati and Mohammad Moghiseh have been
placed in the list of human rights related targeted sanctions by the European Union for their
role inthe various severe and widespread violations of human rights in Iran. Some of them
are also on the list of Iranian officials sanctioned for human rights reason by the United
States. Therefore, since thergan international knowledge of their backgrouadd actions

in violating human rights in Iran, we refraindé@m presentinga profile for them in this

report.
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Also, our research surroundinige fake or real identityof or other majorinformation about
some of the other officials responsible in thisseasuch asGholamhossein Ramezani,
Mohammad Mehdi Mousavi, Kian Manesh, Tavakkoli, Masoud and Ghasempadehot
been finalized yet. Therefore, we have postponed publication ofirth@ofiles pending
completion of the research.

What will be provided ler is the profile of two of the officials who were directly involved in
GerdabProject. In theirprofile, their role inGerdabProject, as well as their background in
violating human rightsis documented in its entirety. Also, due to the importance of th
Center to Investigate Organized Crime of the IRGC as the central organization in this project,
a profile was prepared for that Center as well whigprovided below.

3.1. Center to Investigate Organized Crime - Cyber Crime Office

In 2007, a new center wa created in the
Intelligence Office of the IRGfitled Center to
Investigate Organized Crim&he responsibility of

this Center, being a subset of the Revolutionary
Guard Cyber Defense Commafids interference

G ERDAB.r in activities that take place on the cybgrazeand

I NE RSSYSR o0& (GKS LwD/ a
GSNNRNRAGAOST SaLAz2yl 38z SO2y2YAO 2NJ a20Al f
central mandate of the IRGC, as prescribed in article 150 oftmmicRepublicconstitution

in guarding the Islamic Republic and the political regime that came out ofFtirthermore,
combaing any form of ddisrespect and insulto the holy tenants of the faith and

NS @glf dzil A 2 y | NBEwas@hnbudz8dasioneof/theArgasbis for launchingf this

Center:

Theannouncement also notkthat this Center fully collaborates and works in conjunction
with the Iranian Judiciary and other intelligence organizatio8sergeantMohammad
Sadeghi is the director of this Center; no information is available about his workiexper

prior to directing the Center. So far, no photograph of Sadeghi has been published and in
the only televised interview with him, his voice was broadcast on an image of a computer
screen, providing no image of Sadeghi himself.

Center to InvestigateéOrganized Crime of the IRGW@Ith the official website ofGadab
(www.gerdab.ij has severely and in a widespread manner violated human rights in at least
five projects.

30
RDC
* Introducing some of the organized crim&@erdab available ahttp://www.gerdab.ir/fa/content/3.
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Cases of Violation of Human Rights
a. Gerdab(Muzillin) Project

In late summer 2008, over 90 pornographic websites were fully destroyed by Center to
Investigate Organized Crime of the IRG@®t the same time, the Center arrested and
detained a number of people for the crime of organizing and manatfiegmentioned
websites.

On March 18, 2009in an announcement published on their official websiBerdah the

I/ SYGSN) 12 LYy@SaidAa3araS hNEFYAT SR / NAYS | yy2dzy
identified a number of organized antligion,anti-culture andanti-public chastity networks
FOGABS Ay tSNBEAILY 2y GKS AyGaSNySid FyR KI @S
l'Yy20KSNJ LI NI 2F GKS Iyy2dzyOSYSyid adraSR GKI
confession of the primary elements of suchtworks, who enjoyed the security support of

foreign nations, these individuals designed and formed complex networks with the aim of
advancing the goals of the enemies in parts of the soft overthrow project and so they
launched a number of anteligionand obscene and antevolutionary websites and used

tricks to identify individuals active in this area and establish contact with them through

LINE GARAY3A G§SOKYAOLFET YR FAYIYOALf o6l O1Ay3a T2

In the late March of 209, names, accusations and photographs of 45 individuals who were
arrested and stood accused in ttMuzillin Case were published ob S NR ivebsél At

that time, the confessions of a group of the accused was broadcast fromnathian national
televisionunder the name ofGerdabDocumentary. in the end title of this documentary, the
producers were named to be Intelligence Office of IRGC, Public Relation Office of IRGC,
Judiciary, General and Public Prosecution Office of Tehran, Special ProsecutiorfoDffice
Computerized Crime and Information Technology and the Center to Investigate Organized
Crimes.

In the Televised confessions, the accused stated that they intended to lead the youth astray
through launching pornographic websites. They claimed that thetion intended to aim at
the cultural basis of the IRI as well as the Islamic beliefs of the youth.

A little while later, thesameconfessions were rroadcat from Channel 3 of the Iranian
national television This time, they were ia different doamentary titledd { K2 O ® £

At the time when the names and photographs of the individuals mentioned were published
online and their confessions were broadcast on the television, none of them had yet been
tried or convicted in court.

Less than a year afténe broadcasting of their confessions from television, at least three of
the accused in this case file, Saeed Malekpour, Vahid Asghari and Shahrouz Vaziri,

% Address of 90 websites destroyeBabnak April 7, 2009 available at
http://www.tabnak.ir/pages/?cid=42603

% Annowncement Number 1, March 18, 200Genter to Investigate Organized Crime, available at
http://www.gerdab.ir/fa/pages/?cid=160
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announced in separate letters that themselves and the others who stood accused in the
case file haceen subject to excruciating tortures by the entogators of the Intelligence
Office of the IRGC so that they falsely confess against themselves and 8thers.

In his letter, Saeed Malekpour describes the manner of extratéiieyisedconfession as

Another example of psychological torture involvesforcing me to perform
scenarios dictated by théRGCinterrogators in front of the camerand
repeatedly recording themAlthough the interrogation team had promised

me these films would never be aired drnv, and would only be shown to
regime officials to receiva larger budget for theiGerdabProject, |1 found

out later on that the films were shown numerous times on state television
during the G AYS GKIF G Yé TFlLYAfE@ gl a Y2dNYyAy3a Y
interrogation team, knowing that my father had passed and my family was
mourning and sad, purposefully aired the footage between the third and the
seventh day funeral service for my father. This resulted in severe emotional
pain for my familyparticularly my meher. She sufferec heart attack after
seeing my picture and false confessions on television. Some of the confession
they forced me to maken front of camerawere so ridiculous and fdetched

that they are nottechnicallypossible.For example, they aski me to falsely
confess to purchasing software from the UK and tHeading it on my
website | was forced to add that when somebody visited my website, the
software would be, without his/her knowledge, installed on their computer
and would take control btheir webcam, even when their webcam was
GdZNYy SR 2FFH ¢Kdza>X L LINRPRdAzZOSR FTAfYa FTNRY
the interrogatorthat what they were suggesting waschnicallyimpossible,

they responded that | should not concern myself with suchdgbf”

In a complaint filed in prison against those in charge of his case file as well as the
interrogator and experts of Cyber Defenséi€® of IRGC, Vahid Asghari tesiabout the
routine nature of use of physical and psychological torture in the prooksgerrogation:

There were also blows struck to the brain, bruising and fatiguing of the body
and feet, lashes, hose and baton blows, heavy slaps and punches to the head
and brain and ears and my unprotected face, kicking to my feet, stomach,
and headand bleeding from the gums and my hands and feet. Blows struck
to the brain, bruising and fatiguing of the body and feet, lashes and baton
blows took place at all hours of the day and night and happened to everyone.
| was present at the scene when otherene being harassed and hurt. The
obstinate interrogators and experts of the Judiciary and the Cyber Defense
Army of the Islamic Revolutionary Guards Corps (IRGC), aside from
punishments bestowed without any legal sinariabased verdict, repeatedly
spewedinsults and vulgar and sexually charges curses about me, my family,

* For moe information about the manner of tortures, see translation of the letter so Saeed Malekpour, Vahid

Asghari and Sharouz Vaziri in the appendix to this report.

Br2YLX SGS GNIyattriSR GSEG 2F {FSSR al f Stpihl2dzNDa f Sad SN
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and even their own families and god, the prophet (may god protect us), and
the leader®®

Also, about the manner of preparing imades television broadcast, he weis,

For months, theyllegally took me into their custody from Evin, blindfolded

and handcuffed, and transport me to the torture lair of IRGC, secret code
GCrNB¢rkat ¢ G |y dzyRAAOf2aSR 20 0A2y GKI
manner in order to achieve their goal of caugidiversion in and abusing [...]

the case file. They placed me in a tight and dark cupboard filled with harmful

critters, dungeons, and bath tub (while hand and feet were cuffed) and

placed suffocating bags that would not allow oxygen penetration over my

head (exactly like the bags used in Guantanamo and Abu Ghraib). They beat

me harshly with wooden sticks, hung me upside down with a rope and

handcuffs and slapped and lashed me. Periodically [they demanded] that |

write down and sign [matters] that were #r demands but untrue and

unreal. Or [they demanded] that | give their censoring colleagues (IRIB) an

untrue but grandiose confession. (The recorded confessions were illegally

ONBI ROFaliSR Ay GKS LINRPINIY G{K201Z¢ I &L
Chanrel One, and the news at 20:30. It also appeared on the illegal website

of Gerdabthat belongs to IRGC. None of such distribution was with mine or

0KS O2dzNIiQa LISN¥YA&aAz2y FyR KAA Aada B6KAES
still stand accused for the anes that are fabrication of their minds and the

court has not yet issued a sentence finding me guilty of the crimes).

So far, two of the three individuals who spoke of the use of torture bgringators of the
Intelligence @fice of IRGQor the purposeof extractingconfession have been sentence to
execution by theRevolutionary CourtThe third individual was sentence to 5 years of
imprisonment and exile to the city of Gorgan.

hyO0S {IISSR alfS1LR2dNRaE SESOdzi A2y uBlishRISONI 4 | &
January 29, 2012the Center to Investigate Organized Crime of IRGC expressed its
malcontent on why Malekpour has not yet been penalized although three years had passed
since his arrest and thanked the judiciary for finalizing his vefdianaher part of the
announcement clearly point to the direct role of the Center in the issuing of the execution
verdict for Malekpour and their pursuing of the verdict to ensure it is upheld:

Throughserious pursuing of the Center to Investigate Organizemhe&of the
IRGC, now and after months of compressed and exhausting legal action, the
execution verdict of the director of the largest Persian netwofkobscene
websites was upheld e Supreme Courf®

¥r2YLASGES GNIyatlriSR GSEG 2F +FKAR ! a3kKkNAQa fSGiaSNI C
%" Execution Verdict for the Director of the Largest Persian Network of Obscene Websites Was Gpud,
January 29, 201available ahttp://www.gerdab.ir/fa/news/9369
38
Id.
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Two days later, the website of the Center publistatbther report that stated that they

Justice For Iran- 2012

have been receiving messages from the public demanding the speedy execution of

Malekpour?®

b. Suppression of Protestors after the Election (Deep Sedition Project)

OnJuly 6, 2009Center to Investigate Organized Crimiethe IRGC published its first round

of photographs taken of individilewho participated in the pos2009 presidential election

unrest and asked internet users to inform the Center of any information they might have of

the individuals in the photos so 4l they could be identified and arrestéd Publication of
photographs continued for monthsn particular after each protesting gatheringSgerdab
website was used as a totd spy and gather information othe protesters.In some pages

that are still avdable onD S N.R web<ité§ some of the photographs bear a written water

YIN] al@&Ay3d

GARSYGATASR®E
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YSI ya
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and arrested by the forced of the Center or their collaborators in other security
director of the Center to

organizations (See Image below) In an interview, Sadeghi,

Ly@SadAa3lras

hNBFyAT SR / NAYS
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ARZ 4. @&

LJdzo f A ¢

control of the [cyber] space. After this act, fewer disruptions took place on the intemgkt a

also, invaluable information about the accused was given to the Centantdiynet users...

[leading to the] identifying of a number of major and guiding elements of the riots who

spread lies online and insulted people as well as attempted to invitevithdals to
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The activity of the Center to Investigate Organized Crime in identifying and arresting the
protestors of the post 2009 election was not limited to those participating in the street
protests but also expanded tyber activists.

¥ Demand of the Rescued: Executed Malekpour at oedal) February 1, 2012vailable at
http://www.gerdab.ir/fa/news/9428

“LwD/ Qa

t SNEdz aA2y G2
http://www.bbc.co.uk/persian/iran/2009/07/090706 rs ir88 gerdab_photos.shtml
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*! Interesting Conversation with the Director of Center for Investigating Organized GRajaah available at

http://rajaab.blogfa.com/post/64
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LY WIydzZ NE wamnz | LlRad GAGESR a! NNBadAy3a |

/ 806 SNJ { LJ OS¢ Getdanibhsitthl e p@st announced that the Center has
identified and arrested cyber activisivho were involved ithe post2009election events.

If ANBTI 1 Qo aSOKFEYyAOFf 9y3IAYSSNAy3d {{(dzRSy
individuals named. According to the post, he stood accused of publishingta-ealion for

an illegal gathering in front of th®lajlis building, sending and publishing emails containing
announcements [of presumably the opposition leaders] and other inciting material, internet
content insulting Islam and the leader, forming the green weblog movement and publishing

of caricatures and otherdiculing material about the presidefit.

c. Iran Proxy (Woodpecker Project)

In fall 2009 a number of cyber activists were arrested by agents of the Center to Investigate
Organized Crimef the IRGC and transferred vzard 2A ofEvin Prisopa separate detembn
center insideEvin Prisortomplex in complete control of the IRGC.

One cyber activist and webloggwho had started his activity during the pe&209 election
unrest, was arrested in November 2009 and spenéo#0 days in solitary cell atard 2A of

Evin PrisonAbout the interrogations and pressures he was subject to after his arrest, he
says,

On the second floor ofvard 2A there were 5% rooms and in each room at

least 2 interrogators. There was a chair that you sat on, facing the wall with

yourbaDl (2 OGKSY®d ¢KSe ¢g2dz R adl NI &ALISF{Ay?3
with the Zionist® @Gl 2¢ RAR @2dz 3AS{ -A0@ivay St© 1 SR G2
2T GoAGGESNKE C2N) SEFYLX S: (GkKSe G2fR YS
Facebook for them on a pie of paper. | gdained to themthat the way it

worked was | would become friend with someone and then he or she can see

YS® ¢KS SYyR gFa @SNEB AYGSNBadAy3aT GkKSe (2
want me to write, they had my handwriting exposing the central nucldus o

Facebook [and they would use it]... their goal was to extract confession from

me that | had enmity witlthe regime, that because | was1 d-acebook and

Twitter | was in contact with the spying Zionist and American organizations,

that | was antirevolutionr N2 | yR ®odd hyOS (G4KS& &l ARY a5
family decided to travel and an accident happens, anyonelaveay anything

aboutit? Itwilbe2dza i 'y | OOARSY (X y2GKAyYy3 &aLISOAL f
really scared. They were right; they couthge an accident and kill my

family..*

Another individualcaught in the wave of arrest was Hossein Ronaghi Maldéla was
arrested on December 13, 200®lalekiwrote in his weblogginder the pseudonym Babak
Khorramdin. He was also skilled in crossittigre, programming and creating weblogs and
worked extensively to remove censorship from the Iranian cyber spaoe.of his major

“2Deep Sedition PlaGerdah available ahttp://www.gerdab.ir/fa/fetne.
3 For Security reasons, name and identifying information about this witness is confidential at Justice for Iran.
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I OOdzal GA2ya ot a fFdzyOKAYy3a (KS $So60ariasS 27F «a
accessing the websites filtered by the Ws provided to the internet users.

| 6 2 dzii & L KikrgaboffeNBhE fellBviing explanadi y &nY2006 and as part of project
GRS&AGFOATATAY3 LNIYyé LINBLINBR o6& /L! gAGK (K
American cogress that became operational by order of Bush, launching a new metobd
GLYGSEfAISYOS 2 NE (1y26y YR O@0SNJ 46N gl a |
gained a lot of attention through use of agents of amvolutionary grouplets such as the

Munafigint Mojahedin-e Khalgq royalists and some other groups. In pursuing this course,
founding a network called Iran Proxy was one of the most important actmieke place in

that year with the 50 million dollar budget given by CIA and under the support of the I1BB

office of the US Foreign Affairs Office.

« O

Extracting @ta from the information data bank of Iranpfiltrating and sabotaging the
Iranian internet sites, combating filtering inside the country, providing security for cyber
space users against the IRI, cragta secure telephone and data access for interviews with
Radio Farda, Radio Zamaneh, Voice of America TV, and other western media was amongst
GKS YA&dar2ya 2F GKS LNIYy tNRBEeée ySig2N] o¢

In a press conference, Sadeghi, director of the Center to Investigagan2ed Crime,
announced that the Cyber Defense Office of the IRGC has destroyed this network whose
most significant task was to provide a secure conmectior individuals who wished to
speak with Radio and Television stations outside of Iran such as Rathaneh, Radio
Farda, and VOAYV. He also alleged that the directors of Iran Proxy received salary from the
CIA.

Hossein Ronaghi Maleki, was one of #eeused in this case. He was active in programming
software that would allow circumventing tfie widespread filtering ofnternet websites by

the Iranian government. Since the time of his arrest, Maleki, has gone through a number of
cycles during which he is placed under heavy pressure to confess to crimes on theoelevisi

For this reason, he has geron hunger strike a number of times. In a letter to the
Prosecutor of Tehran, Anmad Ronaghi Malekij RaSSNJ 2 F | 23 aSAy> al é&asx
Ronaghi Maleki Bs spent 13 months in solitary cellsEatin Prisorunder the tortures of the
interrogatorsandk A & Kl & Ol dzaSR 620K KA&d 1ARyS®as KAaa

Under such conditions, in a letter to the Prosecutor of Tehran, Hossein Ronaghi Maleki
jdz2 SR GKS LINRPaSOdzi2zNNna ¢g2NRa G2 KAY NB3IINR
pre\Sy GAy3 alfS{AQa | 0O0Saa (2 YSRAOFE OFNB Ay
He wrote,

Mr. Dowlatabadi, do you remember when | spoke to you about my
deplorable physical condition due to the two kidney operations and having
gall bladder stoneas well asAngina Pectorisnd broken teeth, a gift of the
interrogators. Remember that | emphasized how in spite of the warnings of
the specialist physician at Hashemi Nejad hospital, the insistence of Dr.

* Letter of the Father of Hossein Ronaghi Maleki to Prosecutor of Tehran regardir§gttere Condition of
him in Prison, RAHANAugust 27, 201,lavailable ahttp://www.rahana.org/archives/43671
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Rezvani, the Head of Medical Examiner Office esVéf Tehran in letter No.
16820 datedViay, 11, 2011for my leave from prison in order to continue my
treatment in an environment outside of prison and also the repeated
insistences of the medical examin8eptember 26, 201and November 26,
2011in the same regard, | was again returned to prison... And what did to say
to me in return? You only responded that due to the disagreement of IRGC
you cannot sent me on a furlough. Do you recall that in meetings prior you
had told me that if the Mdical Examiner agrees with my need to go to
furlough, you will send me on furlough. After you said sudboked into it

and realized that thre months prior to you telling me such, thiledical
Examinerhad announced its agreement with my furlough and had sent you a
copy of it too. At that moment | told you that the security agencies dre
ones deciding on who gets treatment and hdw.

Hossein Ronaghi Maleki has been sentenced to 15 years of imprisonment for the crimes of
membership in Iran Proxy, insulting the lea@d®d insulting the president.

d. Suppression of Human Rights Activists Society (MersadProject)

In March 2010, a number of human rights activist from all over Iran who all collaborated
with an organization namedHuman Rights ActivistSocietywere arrestedby Center to
Investigate Organized Crime.@a Dowlatabadi announced their number to be 30. Vahid
Ahmad Fakhreddin, attorney at law, is one of those arrested. He was kafgard 2A of

Evin Prisorand in his testimony, he says,

Continuouslyat midnigh, they would come and drag me blindfolded to be
interrogated. They even dragged me out of a bath to go for interrogation.
They dragged me and told me that they wanted to execute me. Many issues
would come up such as rape and harassment | was there fprdfifys. Then
they came and told me to give a guarantee that | would not do any more
human rights work. They asked me to commit to wigdor them; [commit

that] if they wanted an article or an interview from me about human rights,
LOR R2 A (yaskedithatil kgpeadon & tklévision show and say that |
was connected to Israel and USA and then give a guarantee not to do
anymore human rights work and instead do what they tell méto.

In March 2010Jranian national televisiobroadcast a movie pastof which included private
photographs of Ahmad Fakhreddin in parties and ceremonies outside of the country. The
LIK2023INFLIK& 6SNBE GF1SYy FNRY (KS KIFINR RNAOS
confiscated upon his arrest. The movie accused the HungintRActivists Society, including

Ahmad Fakhreddin, to have contact with thMjahedine KhalgOrganization and to pursue

GKS LINRP3INBaa 2F GKFEG 2NBFYATIFIGA2YyQa 321 ta ¢
film also accused the Society to have psiied a false list of those who were killed during

> Letter of Hossein Ronaghi Maleki about the horrible prison conditions and the pressure dfegal
organizations on prisoners. HRAMAgust 16, 201,lavailable ahttp://www.rahana.org/archives/43317
“*®Witness Testimony of Vahid Ahmad Fakhreddin, Justice for Iran.
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the post2009 election unrest as well as collecting intelligence on Iranian nucleatistse
A version of this videtitled Cyber War on Iran was broadcast from Press TV channel.

Subsequently, in amierview broadcast fromranian national televisionSadeghi, Technical

and Cyber Deputy of the Intelligence Office of IRGC (Head of the Center to Investigate
Organized Crime) announced that the forces under his directorship had been keeping tap on

the Humt y wA3IKGa ! QiAgradta {20ASde IyR KI @S GKd
Mojahedine KhalgOrganization as well as their publication of false lists of individuals killed

in post2009 election unrest. It was then announced that the Human Righvists network

had been demolished by the cyber defendants of the Islamic Republic.

l 02dzi GKS S¥FFSOGa 2F &4dzOK oNRIFROlFadGAy3aa 2y
the problems that happened to me effectively stemmed from the movie that bvaadcast

from the channel 2f Iranian televisiorand Press TV. They had taken personal photos of me

from my laptop and showed them in the movie. | was dancing, or sitting on a table and

there were alcoholic beverages am In the film they clearly séithat these people are

spies and collaborate with thilunafiginand are in contact with USA and with Israel. Their

efforts were basically to show that everyone who does human rights work is a gigolo, a
womanizer, drinks alcoholic beverages, travels t@igm countries while their expenses are

paid by others and basically that human rights is a cover for the American and Israeli spying
organizations so that they can hide under human rights issues and continue to gather
support and stage an over throw, safver throw, media and cyber waand ... the movie

that was broadcast had a strong effect on my family life, social life and my job. YWen

NBf SIFASRZ Yé FlIUKSNI g2dA R y23G 02YS (G2 &aSS Y
to our house; the othera A 3 G SNRa &adzAG2NJ NIy 2FFH hdzNJ yS
greetings; at court] was always facing problems with my case files. Many of the judges

voted in disfavor of me and would tell my attorneys that they made a bad decision when

they chose to represg me. One timd asked a girl for her hand in marriage and when she

found [out about the story] she rejected me... | was crushed and had to escape the
O2dzy i NEHE

e. Filtering of Internet Websites

Another permanent project of the Center to Investigate Orgad Crime is controlling the
content of websites on the internet. The Center does this by asking internet user to alert the
Center if they were to encounter a website the content of which can be constituted as
criminal based on the definitions provided Berdab Thetransgressingvebsite and those
responsible for it will then be pursued and legally deeith.*® In addition to websites with
pornographic content, websites that advertise for doctrines or faiths such as theKfait@ A

or Sufism, as well asites that publish material against officials or organizations of the
IslamicRepublicor display content regarding ethnic discrimination are amongst the website
that the Center for Computerized Crimes will look into and legally pursue the individual
respasiblefor. Also anongst such websites are any thatblishesinformation on how to
access filtered sites and circumvent the filtering; individuals who own websites thaists

the content of filtered sites will also be legally pursued.

47 .
id.
*® Reporting Inérnet TransgressiorGerdah available ahttp://www.gerdab.ir/fa/pages/report.php
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3.2. Mohammad Sadeghi
Biography

No information is available about the birth and professional backgroundserigeant
Mohammad Sadeghi. His first presence on the scene was through interviews he conducted
in 2008 as the director of the Center to Investigate Organized Crimdiavi# not have
permission to publish his photdand even in the exclusive interview gfihian national
televisionChannel 2, only his voice was broadcastéBxtensive measures have been taken

to keep information about the Center confidential agea thebuilding housing the Center

to Investigate Organized Crime is unmarked and in an unclear location.

Responsibilities

2009 to present: Technical and Cyber Deputy of the Intelligence Office of IRGC
2007 to present: Responsible for the Center to Investédatganized Crime of the IRGC
Cases of Human Rights Violation

As the director of Center to Investigate Organized Crime of the IB&§eantMohammad
Sadeghi is responsible for all the violations of human rights dleatirredin the different
projects ofthis center against the cyber activists. The projects wengaded in detail in
section 3.1.Furthermore, Sadeghi and his deputy Mohammadi,Niee the only two
individuals who have so far spoken on behaltid Center with the media or havgiven
speeches or produced written material about the actions of the Center.

For example, in an interview witRanjerell Window publication, Sadeghi admits that one
of the important works of the Center to Investigate Organized Crime is to hack websites that
producecriminal content, as per the definition of that by the IRGC.

In that interview, &deghialludes to the intervention of IRGC and the CenteGerdab

Project affirms that the Pornographic websites have been hacked by the IRGC and
destroyed and then saidy L wD/ Kl & 3 0 KSNBR | ff bhlkicgithey A 3K
work surroundingentry into this field is on the shoulders of Center to Investigate Organized
Crime. We have created case files for the major actividtsignfield by identifying themWe

even dragged some of them into the country from outside under false agreements. All such
individuals have been interrogated and the necessary information has been acquired. Some
have had a sentenced issued for them and others are awaiting their sehi@tb ¢

* Director of the Center to Investigate Organized Crime of IRGC: We are Standing Tall, Bevdaiber 10,
2010 awailable athttp://www.gerdab.ir/fa/news/2826

**This program can be viewed on YouTube at
http://www.youtube.com/watch?v=r_8Esx3vyBw&daire=related

* Director of the Center to Investigate Organized Crime of IRGC: We are Standi@gih 19 ABAN 1389,
available ahttp://www.gerdab.ir/fa/news/2826
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In this interview, Mohammad Sadeghi clarifies the way in which the Center @sesab
website as a tool for creating an unofficial spyinetwork. For example, he speatithe
manner in which they use the website to acquire knowledge about thdigalliactivity of
Iranian citizens outside of Iran, who have used their right to free speech and freedom of
assembly and irinded to return to Iran. He says

OnGerdabwebsite, we receive hundreds of report on a daily basis. Whatever
you can imagine iseported to us, from economic matters to political,
cultural, security and social issued. [We receive] things about people who
others are suspicious of or individuals who had been viewed at protests in,
for example Stockholmwho are now entering the coungr®?

In a post published oserdabwebsite, SergeantMohammad Sadeghi personally announces
that five of the cyber activists who were involved in the pR809 election unrest have
been identified and arrested. In the post, Sadeghi provides the first same last initias of
the five as well as their charges.

1'a Ly SEFYLIESS KS LINRPOARSA afldzyOKAy3I | yR Y
providing information about the place of gathering of the rioters and the slogans chanted,
creating filterbreakers to enter filtered websites, inviting people to form illegal gatherings

YR OFdza$S NAR20Ga YR RAaANHzZIIA2Yy>¢é & LI NI 27
B.

Another individual arrested named Omid L. was a 22 year old computer engineer who,
according to Mohammad Sadegls accused of inviting people to form illeggtherings

through sending 30 thousand internet messages as well as sending mass emails regarding

the rigging of the election. He was also accused of receiving money from uradsvich
OKIFNBS 2F aAN)J | 2aaSAy az2dzal oAQa OFYLI ATy 27FF

According to Mohammada8eghi, another cyber activist named Amir A., electrical engineer,

gl a FNNBadGSR Fd KAA LIXIFTOS 2F g2NJ o | A& OKIF N
3 NB Sy a I ding caydRactirbty internet users for causing disruption in the electricity

system of Irar?

In his appearance at a television show on March 2@&geantsMohammad Sadeghi,
countesthe arrest of the members of Human Rights Activists Society andr atyeer

activists who worked on providing access to filtered websites to the Internet users as part of

the accomplishments of the center under his directorship. In the television show, he is
AYGNRBRdZOSR | & GyheS SAHAOKEFOIGK S Y RD/ d¢

ThisAY 0 SNBASG ol a {FRSIKAQae. By other tmioPlieStZaina A 2 y LI

2
aK2¢g 6SNB !00la W QFFNR 52¢fF0F0FRAZ t NPaSOc
University Basij who is introduced égolitical exper€ on the show. While ta other two

52

Id.
*3Deep Sedition Plan, Gerlzavailable ahttp://www.gerdab.ir/fa/fetne.
54

Id.
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3dzSada 6SNB LINBaASYyd Ay GKS adGdzZRA23 { I RSIKAQ3
monitor.

On this television showSergeantMohammad Sadeghi introducelsoth Human Rights

Activists Society and Iran Proxy netkas two networks engged in! Y S NJcybér @
F3FAyad LNy GKIFIG KIFI@S 0SSy aRSaiNReSR:é o0& 7F

33. Reza Ja’' far.

Biography

Born in 196X wSiT F  WF QFI NA KlFa&a Y
Criminal Law and Criminology.

Responsibilities

November 2012 to present: @vking at the Disciplinary Court of Judggmsition unclear.

November 2007 to November 2011: Director of Special Prosecution Office to Investigate
Computerized Crimes (District 13); Disciplinary Court of Judges; Director of inspection of the
Office of astice of Ardebil Province; Judicial Deputy of the Office of Justice of Ardebil
Province;

July 2003 to January 2005: General and Revolutionary Prosecutor of Ardebil; Chief officer of
the Human Resources of the Judiciary.

Cases of Human Rights Violation

In fall 2007, Saeed Mortazavi, General and Revolutionary Prosecutor of Tehran established

the Special Prosecution Office to Investigate Computerized Crimes and appointed Reza
WEQFIFNR Fa Ada FANBG RANBOIU 2 WIbyeans: Exfbliskikg NB Y |
the Special Prosecution Office coincided with mass asrestindividuals accused of
launching, managing and producing pornographic web cont&grdab Project) by the
Intelligence Office of IRGC. Upon establishing, the Special Prose€ffioe immediatey

took over the judicial aspects @erdabProject. This included issuing temporary detention

orders and extending them for months after initial detention, interrogate and research the
accused and issuing an indictment for them.

Although IRGC never announced the complete number of individuals arrested in relation to
GerdabProject, some sources give their number to be higher than 65 people. In a televised
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AYGSNIBASSEE wSI I WHQFFNA 3Tl S (KS YREOBNI 2 F i
what is reported onGerdal eventually indictments were issued for 45 individuals by the
AyalLlSOi2NR 2F GKS {LISOAIFE tNRraSOdziAz2zy h¥FAO
reported that the indictment of at least 7 of those individuals regted maximum
punishment (execution) for the individual.

One of the admirstrators of Avizoonand XPersianvebsiteswas arrested duringserdab
Project but later released because no document was discovered to criminalizeAbaut

the Special Prosecutio®ffice to Investigate Computerized Crimé® says,d 5 dzNA y 3 Y é
detention period | was twice taken fromard 2A to Special Prosecution Office to Investigate
Computerized Crimes. First time | was taken to the second floor of the Prosecution Office.
There wa a room with two rows of computers in it angeople working behind the
computers.In each row there were -B computers. Our website had been down but they
showed me pages from the archive of our website and asked to tell them the real names of
the indivicuals who were participatinin i K S O 2 y @%DNding his M ryogations, he

was subject to psychological pressure, threats, and beatings to reveal the names of the
mentioned individuals.

Based on written testimony of a number of prisonerseated in relation to GerdabProject,
judicial authorities working at the Special Prosecution Office to Investigate Computerized
Crimes repeatedly violated the principle of fair trial. For example, temporary detention
warrants for some of the detainees were extendidy the office for months and even years
after the RS 0 | Aafr&sS Al$D, the inspectors of that office, in particular Mohammad
Mehdi Mousavi, inspector dBranchl of this Prosecution Office that investigated many of
the case files, refused to changket detention order todrelease on badl in spite of the
repeated requests made by the detainees and their family. Some of the prisoners claim that
the inspector working on their case was present during their tortures and extraction of force
confessions.

One of those accused in this case, Vahid Asghari, complained of Mohammad Mehdi Mousavi
as the inspector for having collaborated with the tortures and ordering tAéowever,

the complaint did not result in any actions. In his letter, another individualsed in this
OFasS> {ISSR alDudpy hip eaBrarywdstRniioBp@ariculaily in the first
months, | was subject to various forms of physical asychological torture by the Cyber
Defense Office of the IRGC. Some of the todunesre performedn the presence of Mr.
Moussavi, theinspector inthe case. A large portion of my confession was extracted under
pressure, physical and psychological torture, threats to me and my family, and false
promises of immediate releasepan giving a false confdss based onwhatever the
interrogators dictated.l have to add that the confession in front dfet inspector was
extracted inthe presence of interrogators. To prevent me from informing itngpectorthat

*>Sock documentary is available on YouTube at

http://www.youtube.com/watch?v=meNAplqxA&feature=related

* For Security reasons, name and identifying information about this witness is confidential at Justice for Iran.

I2YLX SGS GNIyaftlriSR GSEG 2F +FKAR !a3kKkNaAQa fSGiaSNI C
34



http://www.youtube.com/watch?v=meNAp1qxEpA&feature=related

Gerdab; a Dictated Scenario Justice For Iran- 2012

my confession wagjiven under pressure, the inteagators threatened that the torture
would worseng®

¢CKS 2dzZRAOAIE I dziK2NAGASA dzy RSNJ RANBOG2NAEKALI
the rights of the accused. In multiple interviews that were broadcast fh@mian national
televisionin late March 2009, along with explaining the actions of the Special Prosecution
hFFAOST WIFQFFNR KAYaSt¥F FyyzdzyOSR (GKIFG KS K
managers of pornographic websites as they are corrupts on earth,

A person who is managing a da number of sites, is in contact with 250

obscene and amoral websites in the world, promotes illicit acts and incest

there, promotes sinful actions with children, bestiality and such, insults what

is deemed holy in our faith, insults our prophet and othealy prophets

guestions the mourning processions, and spews what he deserves upon our

K2fe NBfAOaAX AT KS OFlyy2G 6S OFftSR aoO2n
world can be titled as such. When we identify what the issue [crime] is,

naturally the sentace for it is clear as well. The sentence and punishment for

being a orrupt on earth is execution.Our request is exactly that. | mean

that if such punishment cannot be issued for these people, then certainly

there is a problem with either our work owuo law. Naturally, we are pursuing

their work... We will show no mercy in dealing with them because they
AYy@FRSR (KS LISNERZ2YlFf aLIlI OS 2F LIS2LX S IyR
madeefforts for promotion of corruption on earth in the society.

Presently it is reported that seven individuals accused in the aforementioned case file have
been sentencd to execution for that same chargebeing corrups on earth® We were

able to ascertainthe issuance of execution order based on the indictment for five ef th
individuals. At the time of publishing of this report, three of those sentences were upheld by
the Supreme Court. However, the other two individuals with execution order continue to
remain unknown.

Also, in a televised interview broadcast on April #9n n p>  WIF QF I NRA  alF AR
confessed to having contacts with the foreign agents and they even received money and
checks from the foreign elements which are documented and present in their case file.
Furthermore, they had conversations and corresgence with foreign agents through
AYGSNYSGT GKEG A& f AP LYSHASAYYGE&BBINEFAf Wl @
that those accused in this case will be dealt with without any m&cy.

Completetranslated§ EG 2F {F SSR al f S1LRdz2NDRAa f SGGESNI OLy 65 ¥F2dzy
*Sock documentary is available on YouTube at
http://www.youtube.com/watch?v=meNAplgxEpA&feature=related
® Names of five of them are known: Ahmadreza Hashempour, Saeed Malekpour, Vahid Asghari, Vahid
Alizadeh and Hassan Si Sakhti. However, names of the other two have remained unknown in spite of our
efforts.
. Warning of the Prosecution Office to Users obs@ene SitesTabnak April 19, 2009, available at
tatp://www.tabnak.ir/paqes/?cid=44192

Id.
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In his letter of complaint, Vahid Asghari, one bEtaccused, writes that heas forced,

under severe torturesto falsely confess to receiving 1000 to 3000 dollars on a monthly
0F&aAad FNRBY (GKS !'YSNRAOIY 3I2@8SNYYSyd wwadl) (KS
I O0dza SR 2F Ay adz indtifedeaderk &d dansingrc@riusion Aryfoigt thie A
masses in my interrogations because | received, without my control and by accident,
NARAOdzZE Ay3d AYIF3AS&a 2F (GKS tSIFIRSNI YR GKS KSI |
hand in receiving those emailEhey accused me of obtaining unacceptable property, under

the sharialaw, because | was a Google strategist and used Google advertisements and
received money from Google, technologically the greatest search engine. Such accusations
are laughable! They doot have any illegal activities and are merely a business. They insist
that | am a member of th&lunafigin, active in their culturabranch This is my largest false
accusation while | had and have no contact with them, never met any of them and have no
understanding of then®

Upon the passing of Law of Computerized Crimes in July 2009, as per the responsibility
delegated to them by this law, the Prosecution Office of Iran assigned a working group to
decide on the definition of crime online and in the vegies. OnJanuary 31, 2010, the
working group passed lest of content that is constituted criminal by theldamicRepublicon

the internet®® Based on the listover 40 criminal acts on the cyber space have been defined
which include creating content againpublic moral and chastity, Islamic sanctities, officials
and governmental and public organs as well as eontagainst national security.his
includes actions such as creating a group or gathering on the cyber space with the intention
of disrupting naitonal security, creating content that damages the foundation of Igi@mic
Republig publishing content against the principles of the Constitution, propagating dgains
the regime oflslamicRepublic disrupting national unity and causing disagreement agsbn

the various groups within the society particularly through discussing ethnic and racial issues,
propaganda to benefit the groups and organizations opposing Iskemic Republic and
insulting and mocking the officials, governmental or regime orgawozsati and
establishment.

As an example, the list considers publishing filiezakers and teaching hot circumvent

the filtering, republishing and linking to other criminal content of websites as well as
blocked internet sites, shut down publicationscamedia connected to wayard and illegal
groups and movements as examples of creating content against national security, officials
and governmental organizations.

Pursuanti 2 GKS LI aaAy3a 2F GKAA tAad> wSlnderWk QF I N
his control is observing the content of websites using advance toolseftdare so that he

can execute the laW In this interview, he considered the lack of access to adequate
software and equipments as reason for the government not dealing witlsites that, in

the aftermath of the 2009 election, wSr LJdzo f A A KA y 3 @GKH G4 WIS F AN®BE Ol

B2y S6sS N} yatldSR GSEG 2F +FKAR ! a3KENRARQa £ SGGSNI C
® Complee text of this passing is available in Persian on the website of the Cyber Police at
http://www.cyberpolice.ir/page/2551

% A New Wave of Control and Supervision on the Internet Sites and Netwlaias November 5, 2010

available atttp://www.rahesabz.net/story/26724/
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4. Legal Analysis of the Human Rights Violations Occurring in the
Process of GerdabProject

A simple look intdGerdabProject will undoubtedly highlight cmtless instances of violation
of international human rights law. dtvever, in the section that follows, only the instances
of violation of thelslamic RS LJdzo faw &€ discussedThis analysis demonstrates the
breadth of violations occurred by the sedyrand judicial officers of théslamicRepublig
violating laws that they are duty bound to execute and protect.

4.1. Presumption of Innocence

The constitution of the IRI recognizes the principlgpafsumptionof innocence According

to article 37 of thelslamicRS LJdzo ©2 PR & A innadeRc? ¥6 Yhe Wasic principldlo
person is considered legally guilty, except in cases where his guilt is established in a
competent courté

{SOGA2Y W 2F GKS wS&aLISOGAY3I [ S3IAGsALeW alsB CNBS
prescribes:

Until such time as the crime has been established in a court of law and a
verdict that is based on sound arguments and supported by legal evidence or
based on sources of religious jurisprudence (in the event that legal evidence
is ot available), the defendant is presumed innocent.

It is based on this principle that publishing the detail of a case file, mentioning name or
otheNJ ARSYUATe@Ay3d RS lIsbdal of empléymdntistatiisKior to @@ dza S R ¢
finalizing of the verdit, is forbidden. If a media commits such an act, it has committed libel

(Note 1 of Article 188 of the Criminal Procedure Code)jrae that carries up to one year

of imprisonment for the managing director and reporter of that metia.

This is while irthe case ofGerdabProject, the televised confessions of the accused were
broadcast fromiranian national televisiom mid March of 2009 for the first timélthough

their eyes were bound, identifying the accused by those who know him from the rest of the
face as well as their voice is entirely possible. Also, shortly after the broadcasting of the
confessions, the official website of Center to Investigate Organized Crime (gredab.ir)
published the photos of the accused along with his first name and lasilias well as
details such as his education, profession, and place of residence. Some of the accused
resided in small cities which makes their identification by the locals much more likely.

Saeed Malekpour, one of the victims, wrote in his letter abiinat effects of broadcasting
the confessions on his family,

B NIAOES cpt 2F GKS LatkrYAO tSylf /2RSS LINBaONROGS&AY 4!
falsely accuses someoné an offense or crime should be sentenced to imprisonment from one month to one
year or flogging up to 74 lashes (unless the punishment is otherwise specifiadds) @ ¢
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Although the interrogation team had promised me these films would never

be aired on TV, and would only be shown to regime officials to reaeive

larger budget for theirGerdabProject, | found ou later on that the films

were shown numerous times on state television during timee that my

FILYAfE@ gL a Y2dNYyAy3a Y& FlLUGKSNDRa RSIFOIK®
that my father had passed and my family was mourning and sad, purposefully

aired the fooage between the third and theeventh day funeral service for

my father. This resulted in severe emotional pain for my fampéyticularly

my mother. She suffere@ heart attack after seeing my picture and false

confessions on televisiéfY
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The image bove is a screen shot from one of the pages of Gerdab Website showing
the published photographs and identifying information of the accusefipoit 11, 200$°

When the videos and photographs and other information about the accuse@eitab
Project werebeing broadcast oifranian national televisioand published on the website of

the Center to Investigate Organized Crime, none of the accused had yet been tried or
convicted in a court of law. Therefore, publishing the photos and identifying informafion o
45 individualaccusedin GerdabProject is a clear case of violation of the principle of
presumption of innocencas stated in article 37 of theo@stitution as well as article 188 of

the Code of Criminal Procedure.

4.2. lllegality of Arbitrary Arrest

Article 32 of thelslamic Republi€2 y" & (i A (i dz{i Na& glersén(imlayiib arkested except
according to and in the manner laid down in the law. If someone is detained, the subject
matter of the charge, with reasons (for bringing it), must immediately be coneated and
explained in writing to the accused. Within at most 24 hours the file on the case and

“/2YLX SGS GNryatl SR GSEG 2F {F SSR eolthisfeportl2 dzZNDA t SGd SN
® This Page is accessiblendtp://www.gerdab.ir/fa/news/157.
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preliminary documentation must be referred to the competent legal authority. Legal
procedures must be initiated as early as possible. Anyone infringing timsigde will be
punished in accordance with the laéw.

Criminal Code of Procedure of theldfia andRevolutionary Coust, the Amending Law to

the Law of Formation of General arRRlevolutionary Coust as well as the Respecting
Legitimate Freedoms and Proted y 3 / A G A1 Sy & fogethek defériniaed the 6 K| &
manner of execution of this article. Based on the above mentioned bodies of law, other than

in case of an evident crime, no one can be arrested without a judicial warrant (written by a
judicial officia such as the prosecutor or the inspector with agreement from the
prosecutor). In cases where the arrest takes place due to an evident crime, the judicial
agents (police agents or security officers) are duty bound to obtain agreement from the
judicial off OA I £ & NBIFNRAYy3I GKS O2yldAydzZ A2y 2F (K
release within 24 hours from the time of arrest. Detention warranisstrbe reasoned and

with documents backing up the decisionAlso, the accused has the right, twithin

prescibed periods of time, protest the detention warrant. Even if the accused does not file

a complaint against his continued detention, the judicial body in charge must release the
individual within a month unless there are clear reasons why his detentionldhoe

extended.

FAaSR 2y 6KIFIG Aa oNARGGSY Ay {FSSR al f S{ L} dzNT
an arrest warrant and his arrest more resembled a kidnapping than a legal operation. His
wife later testified that the family did not have any nsewf his whereabouts for months. In
his letter, Malekpour writes,

|, Saeed Malekpour, was arrested on October 4th, 2008, near Vanak Square

[in northern Tehran] by plainclothes agents who did not present an arrest

warrant or identification cards. The astresembled abduction since no

arrest warrants or ID cards were presented. Aftards, | was handcuffed,

blindfolded and placed at the back of an unmarked Sedan. A hestvggent

leaned his weight on me by positioning his elbow on my neck, forcing my

head down throughout the ride. They transferred me to an undisclosed
f20F0A2y 6KAOK (KSe ®BIrffSR (KS a4¢SOKYyAOIl ¢

Another weblogger was arrested in the same manner. In his testimony, he says,

One of them took a gun from $ibelt just like in the moes, and placed it on
my head. He said, let it go &r Gliobt! Under such conditions, what can a
person do? Oné® | yegei ask where he is being taken, or request to see
their ID cardsTheyblindfolded me and laid me down on the floor of the
OF Na¢

As described, under Iranian law, temporary detention is a judicial arrangement that is
supposed to be short term. However, majority of those who were accused iiGdrdab
Project have experienced long periods in temporary detention, a significant portiwhioh

¥/2YLX SGS GNIyatlriSR GSEG 2F {FSSR alfS1LRdNDa f SadsSN
" For Security reasons, namadidentifying information about this witness is confidential at Justice for Iran.
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was spent in solitary confinement. For some, in spite of their repeated complaints, the
temporary detention warrant was never changed to release on balil.

For example, Vahid Asghari spent over three and half years in temporary detention before
his frst sentence of execution was handedvdoin January 2012. Asghgasiill in prison at

the time of publication of this report, spent the first 16 months of his temporary detention
in solitary confiement. Saeed Malekpour also spethe first year of his teporary
detention in a solitary cell the contents of which inbhd acopy of the Koran, a bottle of
water, three blankets and mohrt prayer rock.

4.3. Principle of Ban of Torture

I NI AOES oy 2F GKS 02y adAnhkindaf forfuge usedd @xtraciSah @ o6 | y
admission of guilt or to obtain information is forbidden. Compelling people to give evidence,
or confess or take an oath is not allowed. Such evidence or confession or oath is null and
void. Any person infringing this principle is to be mingd in accordance with the lagv.
There has been extensive measures prescribed in other bodies of law in order to ban torture
as well asguarantees offered to prosecute torturers. Respecting Legitimate Freedoms and

t NEGSOGAY A [/ AGAT S yadyGormvok Bafassment[of tide a¢cliséd2sucld asy a
blindfolding and tying their hands and feet, belitting and demeaning them, covering of the
face or sitting behind the accused and other such actions as well as torture. However, at
least three individuals aosed in theGerdabProject reported severe and systematic torture
inflicted upon them and others accused in the case. Based on these reports, the tortures
inflicted were with the aim of extracting confessions and in particular televised confession
from the accused. Vahid Asghari, one of the individuals reporting the tortures, has filed a
complaint against the interrogators and experts of the CybefenseOffice of IRGC as well

as thejudicial authorities of his case file. The other two have announced thay are

willing to testify in court about the infliction of corporal and mental tortures with the aim of
SEGNI OGiAy3d GRADGII 1SR O2yFfSaarzyao

Meanwhile, the same confessions extracted through torture comprises majority of the
documents and evidences agat the accused. In most cases, the judges have approved the
veracity of these confessions and issued their verdicts of guilty based on them.

Based on the narratives acquired from those detainedGardabProject and other cyber
activists who have beedetained in similar cases, instances of mistreatment and torture
was routinely inflicted upon the detainees. Some instances of that are: using foul and
insulting language, use of sexually charged insults directed at the prisoner or his family, and
group beating of the prisoner with baton, hose, lash or hands on the stomach and other
body parts. Both Vahid Asghari and Saeed Malekpour spoke of threats of rape using a bottle
or a tube of glueThe prisoners were threatened with murder with brass knuckles and
knives while forced to wear a blind fold everywhere other than inside of their CEtisy

were threatened that if they refuse to confess, members of their family will be arrested and
tortured. In his complaint, Vahid Asghari announced that both her brahene living in

Iran and the other a refugee in Turkey, were harassed and threatened.

T 021 2F £l KAR !'a3KINAQa O2YLIX FAYG A& | @GHAfLoOfS Ay
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Based on reliable information gathered from former prisoners who were detained by the
Intelligence Office of the IRGC, there are very small and dark cells in the drasefrthe
interrogations building ofiVard 2A that is separated from thevard with a courtyard. The

cells, describedd & LINA & 2 y SENAE] Shéakin tyERNIOO S8 a S x¢ | NB a vl f f
while seated, the prisoner can touch the ceiling. Some prisohave testified that these

cells are used as the last resort to extract forced confessions.

In his letter of complaint, Vahid Asghari writes about those cells,

They placed me in a tight and dark cupboard filled with harmful critters,
dungeons, and bathub (while hand and feet were cuffed) and placed
suffocating bags that would not allow oxygen penetration over my head
(exactly like the bags used in Guantanamo and Abu Ghraib).

A politicalprisoner,who was in the sameard as Saeed Malekpour for soiene, says that
Malekpour told him that he was taken to these cells to be forced to give confession. He said
that he was taken tahe basement ofward 2A and placed inside a cell that was as big as a
grave. He was then abandoned with an IV in his handbridoso much as knocked on his cell
R22NJ dzyiAf KS | aANBSR (2 KSSR (KS? RSYlIyRa 27

As eplained in his complaint letter and affirmed by his family repeatétiahid Asghari

has lost his mental balance due to the severityhaf tortures inflicted upon him. Based on
the report of a human rights organization, Asghaino is currently being held atard 350

of Evin Prisonwas sent to Razi Insane Asylum (Amir Abad) for a period of two weeks to
receive treatments.’

4.4. Right to a Fair Trial

Thelranianbodies of law mostly respeend upholdthe principles of fair trial such as the
right to retain an attorney, the right to obtain opinion of an independent expert, and the
right to an appeal. In spite of this, we will discuss bel@w all of the above principles have
been violated or disregarded in ti&erdabProject

Right to Retain an Attorney

Article 350f the @ y & (i A (i dzi An2al couits] both Partes ta@the claim are entitled to

select a lawyer for themselves. If thep not have the capacity to do this, the means of a

lawyer being appointed to act for them must be made available to them¢ KS / NA YA Yy | f
of Procedure for General ari@evolutionary Coust significantly limits this right in the case

of political trials.Furthermore, article 128 of this law gives the accused the right to retain an
attorney in the preliminary investigation stages but does not permit the attorney to

"2 For Security reasons, name and identifying information about this witness is confidandiustice for Iran.
325 Year Old Youth Gone Insane Under Torture, Fereshteh Gh&bdaOnlineJanuary 26, 201 2vailable
at http://www.roozonline.com/persian/news/newitem/article/25-22.html.

™ prescribing Psychotropic Medication for Vahid Asghari, Prisoner on Death Row, F&RR@ry 8, 2012
available atttp://www.iranhrdc.org/persian/permalink/1000000037.html
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AYOSNFSNE gAGK (GKS Ay@SadArardirzy 2N FaGadSyYLI
interfering in the process of research, after the investigation comes to a close, alert the

judge of matters that he deems necessary for discovery of truth, defending the accused or
SESOdziaAy3a (G(KS flgdé LT (GKS Ol aitg the ikspebtordfda | 0 2 d
assistant prosecutor can bar the attorney from being presenttle preliminary
investigation phase. Either way, when the preliminary investigation comes to a close and the

case file is sent to the court so that a session can be cwdjghe attorney has the right to

interfere and participate in the trial.

In action, however, the officials of the prosecution office did not allow the attorneys of any
of the accused irGerdabProjectto be present in the preliminary investigation pleadn
doing so, they abused the authority given to them by Article 128 and even prevented any
visitation to take place between the accused and their attorney prior to the convening of
the trial sessions.

Saeed Malekpour met his attorney for the first #nauring his first trial sessioifter their

initial encounter, Malekpour was only permitted to meet with his attorney 2 or 3 times.
Vahid Asghari had never been allowed to meet with his attorneys and even when they met
in the court session they were natlowed to speak to one another.

Article 185 of the Criminal Code of Procedure of the General Rexblutionary Coust
deems retaining an attorney necessary for individuals who are accused of crimes that carry
punishment of execution or life imprisonmentiowever, it appears that in the case of
individuals accused iGerdabProject the court only allowed the attorneys of the accused

to be present at court so that a semblance of respecting due process was retained.
Meanwhile, the attorneys were not giverhé necessary authority to prepare a proper
defense.

Right to Obtain the Opinion of an Independent Expert

Article 257 of the Civil Procedure Code of the GeneralRenblutionary Coust recognizes

the rightof the accusedo request the opinion of an ingendent expert However,none of

the requests made by the accused@erdabProjectfor an independent expert to inspect

their casehave been accepted by th&®evolutionary Coust Since the entirety of the case

files are surrounding activities in the viguworld,the accused and their attorneys, as well

as their family members, have repeatedly stressed on the neeoh ofdependent IT expert

to examine the documents and issue opinion based on which the court should issue a
verdict. In its reasons for rejiing to uphold the execubn verdict of Saeed Malekpour,
branch 32 of the Supreme Court had pointed out the absence of an approval from an
independent expert. TheBranchhad specifically asked the lower court to acquire the
opinion of an independent judiary expert on whether or not Siavash Hossein Khani, owner

of the pornographic websitévizoon was really and alias for Saeed Malekpour. The expert
would have issued his opinion after inspecting the IP addresses of the Hossein Khani and
Malekpour,Avizoo & 2 34> |yR f221Ay3 Ayd2 GKS SYI Af
activities on cyber space. HoweverpNammad Moghiseh, the Judge bfanch28 of the
Revolutionary Courtnever permitted an independent technical expert to examine the
documents of thecase file. Instead, he deemed the opinion of the experts at Center to

Qx
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Investigate Organized Crime to be sufficient in determirtimgt Siavash Hossein Khani is
one and the same witlfsaeed Malekpour and reissued the execution verdict. Oddly and
without anycomplaints, the Supreme Court upheld the decision the second time around.

Judge ofbranch 15 of the Revolutionary CourtAbulgahsem Salavati, also dismissed the
requests of Vahid Asghari regarding obtaining the opinions of an independent technical
expert. In issuing his execution verdict for Asghari, Salavati solely relied on the opinion of
the interrogators-6 K2 | NB OF f £t SR & SjdgieN@i ¢ Ay GKS GSE

In effect, theGerdabProjectviolated one of the most fundamental principles of fair trial
which is to distinguish between interrogators and independent expert.

Right to Appeal

The Iranian body of law recognizes the right to one round of appeal to the accused.
However, in case of crimes whelfge punishment is severe, such as execution, the dése

is directly sent to the Supreme Court after thelgmentof the lower court is issued. Based

on the law, the Supreme Court does not have the right to investigate the content of the case
file and cannot issue a verdict on its own. Instead, the Supr€mart is supposed to, after
inspecting the case file, a) affirm and uphadhe tverdict, or byeject it entirely, or c) in case

of deficiency in the research, send the case file back to the lower court where the original
verdict was issued for completiarf research and réssuance of the verdict. In th@erdab
Project majority of documents used by the court in issuing the verdict were the confessions
obtained from the accused against themselves and others yet the lower courts (in this case
the Revolutiorary Cours) remained largely dismissive of the claim of the accused regarding
giving their confessions undéorture. Similarly, differentoranctes of the Supreme Court
have so far upheld at least two of the execution verdicts. In the case of Saeed Male&po
mentioned above, the samiranchof the Supreme Court who initially took issue with the
absence of an independent expert in the proceedings ofRlegolutionary Courin the first
round of appeals, upheld the verdict in the second round. Therefdtepugh the Supreme
Court branch considered the proceedingdeficient due to absence of amdependent
expert, it upheld the verdict when the case file was sent back to it. Yet the research they
demanded obranch28 of theRevolutionary Couttio completein order to fix the deficiency

in the case file, such as obtaining the opinion of an independent expert, was never
performed. In fact, if such research was performed, it did not include an independent
inquiry as was with the case of research surroundhmgdccusation of torture; the research
comprised of summoning the interrogators on the case and asking if they had performed
torture, to which they all responded in the negative.

Forthis reason, it appears that the upholding of the execution order ee8aVialekpour in

the secondround of appeals did not follow a legal and judicial proc®&ssticularlysince
reputable sources have reportedahthe two judges presiding dranch32 of the Supreme
Court, Head of théranchReza Farajollahi and his aidfi,avere unaware of the upholding

of the verdict’® This fact both violates the right of the accused to a fair appeal as well as the
principle of independence of the judges.

® Upholding of the Execution Verdict of Saeed Malekpour without the Knowledge of the Supreme Court
Judges, RAHANZanuary 16, 201 Zvailable ahttp://www.rahana.org/archives/47331
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4.5. Right to Redress

During their detention aWWard 2A of Evin Prisonthe individuds accused ilGGerdabProject

did not have contact with outside of prison and their few visitations with family members
were heavily controlled by the prison authorities. However, as soon a&y there
transferred to Generalvard 350 of Evin Prisonthree ofthe accused begin writing letter of
complaint regarding the tortures they were subject to. In his letter of complaint dated
March 10, 2010 Vahid Asghari formally complains to the Military Prosecution Office of
Tehran as well as Supreme Disciplinary Cadirludges of all the security and judicial
officials involved in his case file. Aside from the interrogators of the Cyber Defense Office of
IRGC as the agents of torture, Asghari specifically names research judge Ghasemzadeh and
inspector Mohammad Mohamntih Mousavi as collaborator and official ordering the
torturers. About other judicial authorities connected to his case file, Asghari writes,

The prosecutor and Judge Salavati are aware of the tortures inflicted by IRGC
and the interrogators at Evin. Howew they deny them to my face and when

| say that it has been 60 years since people and political prisoners are being
tortured and killed at Evin, they call me crazy!

In his complaint, Asghari asked to be examined by the Medical Examiner so that he can
document the signs of torture.

hy GKS o62G0G2Y 2F ! a3KFENAQa O2YLX FAYyGE {KINRd
file has announced that he is willing to testify to the tortures in any court,

I, Shahrouz Vaziri, Son of Mazaher, am willing #iifieto court about the
physical and psychological torture, long term solitary confinement, insults
and cursing and beatings by IRGC interrogators, extracting forced and
dictated confessions and the absence of any contact with the family or ability
to retain an attorney from March 14, 2009 to February 8, 2010. Shahrouz
Vaziri, March 7, 2010

Ly | &AYAEIFNI adlFrdSYySyd a4 GKS o20G2Y 2F ! 43K

I, Saeed Malekpour, son of Hossein, am willing to testify to court about the
behavia of the interrogators, torture, long term solitary confinement
without visitations or phone calls, extracting confessions under psychological
pressure dictated by the interrogators, as well as threats to myself and my
family, beating and insults that stad from October 4, 2008 until February
17, 2009. With respect, Saeed Malekpour, March 15, 2010

I O0O2NRAY3I G2 IINIGAOES pr1ty 2F (GKS L ajodicitA O t Sy
authorities or employees inflicts corporal harm and torment uporaaoused in forcing him

to confess, he shall, in addition to being subjectsas(retribution) or payment of blood

money, be sentenced to a term of six months to three years in prison. If a superior had
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ordered such acts, only the individual who orderatll be punished with imprisonment
YSYGA2YSR | 02@0S ¢

Vahid Asghari also wrote a second letter of complaint against the interrogators and
authorities of the Cyber Defense Office of the IRGC samt it out of prison and yet,
although close to two years hasssed since the first complaint was published, no follow up
has been done regarding the judicial and security officials mentioned in the letters. None of
those individuals have been summoned to a court and the officials who have been named
have remainedin their posts. Inspector Mousavi has be@mansferred from the Secial
Prosecution Office to Investigate Computerized Crimes to the Shahid Moghaddas
Prosecution Office &Evin Prisonworking on case files of political prisoners.

In aseparate lettersd the head of the judiciary, wife and family of Saeed Malekpour asked
that the extraction of confession by him be looked into. After repeated attempts by
al £ ST LR dzZNRA& Tl YA fthe JulligiaryOr ahNdges leieytiRthechad Kf the
Judiciary, @hreh Eftekhari, wife of Malekpour, writes,

A few months ago and in a telephone conversation, my husband listed all the
violations of the citizenship rights and human rights recognized in the body of
IRI law that he has been subject to during his arrest mterrogations. he
asked me to provide the judicial officials with a recording of his conversation
so that they can look into the matter; the recording is attached. | request of
you, the judge of judges who is to be the haven and sanctuary for all the
oppressed and the meek, to order the investigation into the issues discussed
in this file and other violations of his legal rights before issuing a veftlict.

Shortly thereafter, the execution verdict for Saeed Malekpour was issued based on his
confessionsvithout a case file being opened for his complaints and claims. Indtet, the

publication of the letters of Malekpour and his wife, Eftekhari, a case file is opened for the

two of them atBranch28 of theRevolutionary Courtharging them with spreadg lies and
propaganda against the regime. This is the s@renchi Kl § LINP OSaaSR al f S|
crimes case file and the same judge, Mohammad Moghiseh, presided over the new case file.

No inquiry was ever made into the claims of torture and forcedession.

Theonly attention given to the claims of torture was when the Supreme Court rejected the
dzLIK2f RAYy 3 2F alfS]LRdAZNRE AYyAGALFE GSNRAOG RdZ
of research surrounding the claim of torture. @gtober 2,2011, the lower court dedicated

part of their proceeding to investigating this matt&asedon eye witness accounts of that

meeting, Mohammadvoghisehasked the primary interrogator (also known as case expert)

of Malekpour whether or not the claims of theccused based on being threatened and
G2NIdzZNBR YR KIFNFaaSR KI @S yeég YSNAGD ¢CKS &
introducing himself, stated that the claim has been proposed by the accused to evade
punishment and is wholly without merit. At &b point, without sending the matter to the
YSRAOIT SEIFYAYSNE 2NJ NBljdSaidAay3d R20dzySyia
concluded the proceeding on this matter.

'® Letter of Petition of Wife of Saeed Malepour, on Death Row, to Larifahiavole SabzOctober 24, 2010
available atttp://www.tahavolesabz.net/item/8680
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Therefore, it appears that, although the Head of the Judiciary and other responsible
organizations such as the Military Prosecution Office of Tehran and the Disciplinary Court of
Judges are aware and informed of the atrocities committed by military, security and judicial
officials connected to th&erdabProject those officials continue tenjoy impunity in the

utter absence of accountability regarding the widespread claims accusing them of the use of
extensive methods of torture to extract confession.

Conclusion

As described in detail, in the four years since the inceptioG@fdabProject, the rights of

the citizens who have beeaccusedn this project or family members or relatives ofote
accused, have been severely, systematically and continuously violated. This pemaes

that the IRGC and the Islamic RepuBliciiciary, abuseheir legal and political power to
violate the rights of the citizens and trample both human rights principles and Iranian bodies
of law.

With that in mind and noting that the threat of execution hang over at least three of the
individuals accused in thease, Justice for Iran asks the United Nations and other
organizations connected to it, as well as, other members of the international community to
use all possible venues to:

1- Halt carrying out of all the s#ences issued in this caséom execution andife
imprisonment to even short term imprisonment sentences, and provide the accused
with a fair trial respecting all principles of human rights.

2- All the organizations and individuals whose involvement in the violation of the rights
of the citizens irGedab Project is well documented and indisputable must be placed
in the lists of human rights related targeted sanctions and subject to travel bans and
freezing of assets outside of Iran.

3- Gerdabwebsite as the official media outlet of the Center to Invgate Organized
Crime as well as a tool for repression and widespread violation of the rights of
citizens and cyberactivists must be made inaccessibleby internet users for
systematic and continuous violation of international human rights.
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Appendix

Translated Text of the Letter of Said Malekpour

I, Saeed Malekpour, was arrested on October 4th, 2008, near Vanak Square [in northern
Tehran] by plainclothes agents who did not present an arrest warrant or identification cards.
The arrest resembledbduction since no arrest warrants or ID cards were presented.
Afterwards, | was handcuffed, blindfolded and placed at the back of an unmarked Sedan. A
heavyset agent leaned his weight on me by positioning his elbow on my neck, forcing my
head down througout the ride. They transferred me to an undisclosed location which they
Ottt SR GKS a¢SOKYAOlIfT hFFAOS®DPE 2KSY 6S | NN
abused me, while | remained handcuffed and blindfolded. They forced me to sign a few
forms;one was a detention order but | was not able to read the contents of the others. As a
result of the manner of my transportation and the physical assault, my neck was aching for
several days and my face was swollen from the punches, slaps, and kickshaateght, |

was transferred tovard 2-A of Evin Prisorwhere | was placed in a solitary cell 2m X 1.7m. |
was only allowed to leave the cell twice a day for a break of fresh air and a few other
specific times. During the times | left the cell, | wasdibided. The only time | was allowed

to remove the blindfold was inside my cell.

| spent 320 days, until August 16, 2009, in solitary confinement without access to books,
newspapers, or any contact with the outside world. he tcell, there was only mohrt

prayer rock, a copy of the Kam, a water bottle,and three blankets. After that and until
December 21, 2009, | spent 124 days in the gensea of 2-A. | was not granted weekly
visits with my family during my detention, both when | was in solitary&hdn | was in the
generalward. During the 444 days of my detention vmard 2-A, | was allowed a few
restricted visits with my family that | can count on the fingers of one hand. Throughout the
duration of the visit, a Revolutionary Guards officer listgne; the agents were present
during the visits. | was not granted the right to make weekly phone calls either. Prison staff
and interrogators listened in on any phone call | was able to make. Anytime | discussed the
content of my case file with my familthe calls were disconnected. For reasons that | will
discuss below, during the 444 days | spenward 2-A, | was under constant threat of life, |
never felt sée, was always threatened.

On December 21, 2009, | was transferred once again ttagolcorfinement, this time in
ward 240 of Evin Prisonl spent another 48 days (until February 8, 2010) in solitude and
without the right to access theutside world. From that date till now have been detained

in the generalwards of Evin Prisonfirst in Andazgah7 and thenward 350. So far, 12
months of the total 17 months of my detention have been spent in solitary confinement,
and not once was | allowed tasit my lawyer. During my temporary detentigparticularly

in the first months, | was subject to rraus forms of physical ahpsychological torture by
the Cyber Defense Office of the IRGC. Some of the t@tweze performed in the presence

of Mr. Moussavi, thenspector inthe case. A large portion of my confession was extracted
under pressure, physat and psychological torture, threats to me and my family, and false
promises of immediate releasepan giving a false confession based whatever the
interrogators dictated.
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| have to add that the confession in front dfet inspector was extracted the presence of
interrogators. To prevent me from informing thespectorthat my confession wagiven

under pressure, the interrogators threatened that the torture would wors@htimesthey
threatened that they would arrest my wife and torture her in ftasf me. In the first few

months following my arrest, Was repeatedly interrogated at differertours of the day or

night which usuallyincluded severe beatings. The tortures were carried out either in the
GGSOKYAOItT 2FFAOS¢ medmpatiank &ficdli(aBd2dAINRA 22y 2 NJ A Y

Most of the time the tortures were performed by a group. While | remained blindfolded
and handcuffed, several individuals armed with cables, batons, and their fists struck and
punched me. At times, they would flog my lieand neckand other body parts Such
mistreatment was aimed at forcing me to write what the interrogators were dictating, and
to compel me to play a role in front of the camera based on their scenarios. Sometimes,
they used extremely painful electrical @tk that would paralyze me temporarily. Once in
October 2008, the interrogators stripped me while | was blindfolded and threatened to rape
me with a bottle of water.One of thosedays, as a result of being kicked, punched, and
lashed with cables on my heaohd face, my face became very swollen. | lost consciousness
several timeswvhile being beatenbut eachtime they would bring me tdy splashing water

on my face [and continued with the torture]. That night, they returned me to my cell. At the
end of the nght when the lights were outl realized my ear was bleeding. | banged on the
door of my cellput nobody came. The next day | was transferre@win Priso@ &  @fiild y A O
half of my body was paralyzeahd | was unable to move. The doctatr the clinig after
seeing my conditioninsistedthat | should be transferred to a hospital. However, | was
returned to my cell instead, and | was |¢ftere until 9:00pm.At 9 pm, | was transferred
along with three guards, while hand cuffed and blindfoldedBaghiatdlah hospital. On our

way to the hospital, the guards told me | wast mllowed to give my real namend ordered

me to use the alias Mohammad Saeedi. They threatened me with severe torture if | did not
follow their orders.

Before | was able to be examinég the doctor, one of the guards met with the doctor on
duty in the emergency rooml entered a few minutes laterWithout performing any
examinations, radiography, or testthe doctorsimply stated that my problem was stress
related. He wrote his diagrsss on the medical report and prescribed a few pills. When |
asked him to at least wash my ear the doctor sthdt it was not necessaryln that
condition, | was returned to the detention centre with the blood clot remaining in my ear.
For 20 days, the feside of my body was paralyzed, and | had little control over my left arm
and leg muscles. | also had difficulty walkiAgide from these tortures, ro January 24,
2009, after being subject to severe beatings, one of the interrogators threatened toydull
my tooth with a pair of tongs. One of my tdebroke and my jaw was displaced after | was
kicked in the face by him. However, the physical tortures were nothing compared to the
psychological torments.

| endured long solitary confinement time (totadjrto more than one year) without phone
calls or the possibility of visiting my loved ones, constant threats to arrest and torture my
wife and family if | did not cooperate, threats to kill me. They also provided me with false
news of arresting my wife. Mgnental health was severely threatened. | had no access to
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any books or journals in the solitary cells, and at times, | would not speak to anybody for
days.

Restrictions and psychological pressures on me and my family grew so much that after my
F I (0 K Ssbldgan Mdrch 16, 2009, and despite the fact that the offiaélthe Pecial
Prosecution Office to Investigate Computerized Crinvese aware of his deaththey kept

the news from meor approximately 40 days. After monthisyas given permission to hav

a five minute phone call with homi@ the presence and supervision of the interrogators. |
thent SI Ny SR 2F Y& TFGOKSNRA RSIGK®

Masoud, one of the interrogators, burst into laughter and mocked me once he saw me
ONBAY3 Fo2dzi GKS vy Déspite tyExteNsvepldab, th&yIiIod alldwS | K @
YS G2 IG4GSYR Yé FIFIOIKSND&a YSY2NAIf &ASNWDAOSO®
Interrogators of the Intelligence Office of the IR@Egally, and contrary to religious
principles, withdrew fundsrém my credit card accounfThe documentation for that is
available.They also have my Paypal account. | am not sure what they have done with it.
Another example of psychological torture involveds forcing me to perform scenarios

dictated by thelRGGQnterrogators in front of the camera. Although the interrogation team

had promised me these films would never be aired on TV, and would only be shown to
regime officials to receiva larger budget for theiGerdabProject, | found out later on that

the filmswere shown numerous times on state television during timee that my family

gl a Y2daNYyAy3a Yeé FlFLiKSNRa RSIFOK® ¢KS Ay dSNNI
passed and my family was mourning and sad, purposefully aired the footage between the

third andthe seventh day funeral service for my father. This resulted in severe emotional

pain for my familyparticularly my mother. She suffereal heart attack after seeing my

picture and false confessions on television. Some of the confession they forced mdée¢o ma

in front of camerawere so ridiculous and fdetched that they are notechnicallypossible.

For example, they asked me to falsely confess to purchasing software from the UK and then
loading it on my websitel was forced to add that when somebody t&di my website, the

software would be, without his/her knowledge, installed on their computer and would take
control of their webcam, even when their webcam was turned off! Thus, | produced films
FNRY LIS2L) SQ& 0SRNER2YaHH thattwha theyzddte suggestdgd R U K .
was technicallyimpossible, they responded that | should not concern myself with such
things.

| was promised in the presence of tiespectorassigned to the case that if | participate in

their false televised confession, theyould release me conditionally or on bail until the

court date. They also promised that | will enjoy the maximum leniencyhe issued
indictment | was promisedhat the indictment would ask for a maximum of two years
imprisorment and since time spent iolitary cell is counted as more than normal
detention, | could potentially be conditionally released

These promises were repeated many times, however, after the end of the filming sessions,
they did not honor any of their promise&ased on the abovenfiormation, | have been

subject tovarious forms of psychological and physical torture in violation of secti€hs 4

17 and article 1 of théAnti- Torture Law ratified on May 8, 2002, and section 7 of the
Respecting Legitimate Freedoms and ProtectifgliCA | SyaQ wA3IKda [} 62
parliament in 2004.According to article 4 of # AntiTorture Law the confessions | made
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are not admissible, and | made the majority of the confessions to alleviate the pressure on
my family and friends.

Asoftodagy al NOK MoX HamnX FFFOGSNI m1T Y2yGKa 27
of limbo. | am yet to meet with my attorney as permission for visiting with him has not been
granted to me. Given théype andsize of the case, and the nature of the accuwma
against mejn order to prepare a defenséneed a computer expert trusted by the judiciary

as well as access to my attorndyalso need a place equipped with technical facilities (such
as interne).

Therefore, | would like to ask that my requesgarding release on bail or bond be granted,
or that | will be provided with the abovmentioned facilitiesnside prison

Saeed Malekpour
March 13, 2010

Translated Text of the Letter of Vahid Asghari

Submitting a report of violent torture endured by me and calling my confessions,
interrogations and further research of the case without legal merit

Complaint*

To the respectful Judge 8ranchl5 of the Islami®kevolutionary CourtMr. Salavati
Copy to the Military Prosecution Office of Tehran

It hasbeen over 22 months that | have been an accused and kept in temporary detention.
The period of my temporary detention was filled with long and repeated instances of
terrifying and animalistic physical and psychological tortures. The tortures had negative
side-effects on me and | do not see them as proportional to the charges | am accused of.
Hence, | request attention to be paid to the matter set forth below:

While fabricating a case and crime for me, the interrogators on the case pursued a course of
aggrandizing my charges in order to dupe the Judge and the court. | personally responded
those by saying that | am not a transgressor yet the actions deeply affected my
psychological state. (As per the statement of the Medical Examiner and the psychologist at
BEvin Prison the interrogators caused a change in my mood and behavior as well as
damaging and fracturing of the skull, nose, backbone and neck bones and topical bleeding
from the interior of my nose, bleeding of the gum and my hands and feet. There wsre al
blows struck to the brain, bruising and fatiguing of the body and feet, lashes, hose and
baton blows, heavy slaps and punches to the head and brain and ears and my unprotected
face, kicking to my feet, stomach, and head and bleeding from the gums amamag and

feet. Blows struck to the brain, bruising and fatiguing of the body and feet, lashes and baton
blows took place at all hours of the day and night and happened to everyone. | was present
at the scene when others were being harassed and hurt. diistinate interrogators and
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experts of the Judiciary and the Cyber Defense Army of the Islamic Revolutionary Guards
Corps (IRGC), aside from punishments bestowed without any leghlaoiabased verdict,
repeatedly spewed insults and vulgar and sexudibrges curses about me, my family, and
even their own families and god, the prophet (may god protect us), and the leader.

| am of respectable character and high intelligence and social status and | reject the
accusations against me because the interroagatfabricated and falsified the spiritual
essence of the crime and through inspiring negative goals and intentions, altered scientific
facts and my goals in creating and managing the websites. [Further], through promise of
exoneration and release or witforce, grudge and torture, they caused the derailing and
changing of my intentions.

LT &2dz RAALIGOK YS G2 GKS aSRAOIf 9EI YAYSNDA
attest the truth of what | say. The interrogators and torturing authoritiegsinpresent

themselves to the court [...] and personally deny that they committed the tortures. If they

shall deny, [they should know that] god does not like liars. For months, they illegally took

me into their custody from Evin, blindfolded and handcuffeshd transport me to the
G2NIdzNBE f 1 AN 27F tishelRdEX® & SIONK( dRRAH Od @ANNR f 2 O
an extrajudicial manner in order to achieve their goal of causing diversion in and abusing [...]

the case file. They placed me in a tigind dark cupboard filled with harmful critters,
dungeons, and bath tub (while hand and feet were cuffed) and placed suffocating bags that
would not allow oxygen penetration over my head (exactly like the bags used in
Guantanamo and Abu Ghraib). They bea harshly with wooden sticks, hung me upside

down with a rope and handcuffs and slapped and lashed me.

Periodically [they demanded] that | write down and sign [matters] that were their demands

but untrue and unreal. Or [they demanded] that | give tha@nsoring colleagues (IRIB) an

untrue but grandiose confession. (The recorded confessions were illegally broadcasted in
GKS LINRPINIYY a{K201=Z¢ | ALISOAIf LINRPINIY I 062 dz
20:30. It also appeared on the illegal websifeGerdabthat belongs to IRGC. None of such
RAAUONAROdzAAZ2Y 61+ & BAOGK YAYS 2N GKS 02dzNIiQa L
issued for me. | still stand accused for the crimes that are fabrication of their minds and the

court has not yet issuea sentence finding me guilty of the crimes).

They showed large and sharp liquid glue, struck me on my sides and stomach with brass
knuckles and placed a knife on my throat or wrists and threaten me with murder or gang

rape and thus, forcefully dictaterhat they wanted to me; they made promises and forced

me to falsely confess and sign and fingerprint [the writing]. They also videotaped the false
confessions many times. These events can be verified through statements and complaints

by myself as well asgnhatures and finger prints of myard mates who were themselves

harassed and hurt by the interrogation and torture team. | am capable of describing in detail

the hour long and month longs torturous events and hereby announce the violations of the
Islamic Republic constitution, Citizenship Rights, and the Procedural Code of The State
Prison Organization (documented articles are available) and intend to formally file a
O2YLX IAyd F3AFLAYyad GKS Ay@SadAaaraay3a 2dzR3IS «a
2ftF0o2NF 02N yR (GK2aS ¢6K2 2NRSNBR GKS G2 NI d:
torturing interrogators and other individuals involved. | further announce that all
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confessions and the fingerprints at the bottom of them are without legal merit and value. |
announce that the aforementioned individuals committed crime against me. They charged
me with lies, insults, accusations [...], rape, theft, spying and other things. Since instead of
following up my case file in competent courts they altered things ircase file, | request an
official expert from the Office of Justice [for supervision]. | also testify that all the crimes
listed in the AntiTorture Law passed by thHdajlisin 2002 were committed on me and the
witnesses by the interrogators and the judioidficials:

1. |, Saeed Malekpour, son of Hossein, am willing to testify to court about the behavior of the
interrogators, torture, long term solitary confinement without visitations or phone calls,
extracting confessions under psychological pressure didtal the interrogators, as well as
threats to myself and my family, beating and insults that started from October 4, 2008 until
February 17, 2009. With respect, Saeed Malekpour, March 15, 2010

2. 1, Shahrouz Vaziri, Son of Mazaher, am willing to testifgaiart about the physical and
psychological torture, long term solitary confinement, insults and cursing and beatings by
IRGC interrogators, extracting forced and dictated confessions and the absence of any
contact with the family or ability to retain arttarney from March 14, 2009 to February 8,
2010. Shahrouz Vaziri, March 7, 2010

With regards to the accusations such as starting-egligious websites, it is important to
note that, under the existing laws and regulations pertaining to the freedom ofnmtion

on the internet, | provided host and domain to human rights activists, political prisoners,
university students who were arrested and were being tortured such as Ahmad Batebi,
g2YSYyQa NRAIKGaA OlAGAaGa &dzOK Ipditical fSgees So f 2 3
residing outside of Iran. | also technically and financially supported and managed their
websites which is not in contravention with holy laws that guarantee human rights of
individuals. Whatever they wrote in their respective websitesy did under their own
responsibility and not mine. Accusing me of soft over throw and cyber warfare, both being
political crimes, will mean that | must be tried in the presence of a jury. If the law is to be
executed properly about me, [it must be nofeithat | have not created anything of my own.

If fact from the moment of my entry into the internet, | never wrote a piece myself and
merely [technically] supported websites that are recognized [here] to beragtme, anti
revolution, and antfaith.

The details of my accusation are as below:

Managing the website of Ahmad Batebi, being in contact with-gwolutionary groups

such as Komala and causing the escape of Ahmad Batebi who is one of the starters of the
events of July 9, 1999 as a result bifstcontact and connection, receiving 1000 to 3000
dollars each month from the American consulates in pursuing a soft war against the holy
regime of the IRI, spying for CIA and tkeinafigin and having direct contact with the
Munafigin, advertising for emipyment of the Munafigin] Organization in my websites,
contact, collaboration, financial support and providing information for the websites of
Alireza Nourizadeh and other monarchists, Gooya News website and the American anti
religious firm of Iran Gooyaffering collaboration and technical, financial and propaganda
support to human rights groups, organizations and publications such as Amnesty
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International and Le Monde Persian as well as-estolutionary propaganda website of
mitras.org and others, maging different firms in the USA and using them in the soft
warfare waged against the IRI regime and other such accusations... This is while | am being
tried in the Revolutionary Courby a judge whose expertise is not computer related crimes

by the laws ®IRIB. Prior to this, using their fabricated cases and aggrandizing, they referred
to verse 330 of Surah Maidah (5:330) and requested execution for me in their indictment!

| must be tried in the Computer Crime Court subject to the Law for Computatedel
Crimes by a judge whose expertise is computer related crimes; this is my right.

| consider my confessions, obtained under torture and harassment, to hold no legal or
shariabased merit and [hereby] announce that my intention in creating the websites

purely scientific. My education major was computer engineering and due to my
understanding of the internet, | set upon examining and researching the psychology and
business aspect of the cyber space. The interrogators and inspectors on the case, being
uneducated and lack expertise in the matter, focused on unimportant issues. They
introduced me to the uninformed judge presiding over the case as a sender and receiver of
news emails from and to Voice of America, BBC Persian and New York Times, holding
membership in Balatarin Website and Iran Proxy as well as preparing news for BBC, Gooya
News, Balatarin and Iranian.com. | was also accused of promoting rap music through
introducing rap singers such as Ms. Atash for the first time in media outlets suclCasng@B
Behzad Bolour program, managing a number of-eegime news websites and online news
agencies to spy against IRGC and the nuclear facilities by way of receiving exclusive and
confidential news and photos and films froMunafig and connected expertsaand
presenting them in my news website, promoting Hollywood culture and supporting CIA and
az2zadaalRQa LINkR2SOla Ay |12tteg22R UGKNRAAK Y@
covert management of tens of proxy and filter breaking servers in order totééeilihe

access of those residing inside Iran to astiolutionary websites and foreign radios hosted
online as well as striking a blow to the IRGC through publishing the photos of the massacre
conducted by the IRGC in the north of Iran and propagatiragnat the regime, publishing
GKS GSEG 2 FOAATSIYIAKAYNR iyRayti = OF tY RSY2yaidNI GA
internet and promoting the website of individuals who are opposed to the Iranian
revolution in my websites and through the news pubédhon my news analysis sites,
creating websites to provide antegime and antreligious political and news links. Even
purchasing two 4shirts emblazoned with phoenix and Iran from the website of Bina
Behnoud of New York, son of Masoud Behnoud, a fuggaivtirevolutionary, was stated as

one of my crimes while considering this act as such is against the very text of the holy Koran.

All that | have done, which has caused the Judiciary to accused me of crimes, | did in order

to defend the basic human righ and scientific rights; | have combated superstition and
reactionary mentality (Surah Mnran 149 3:149). Supporters of human rights will defend

me and my actions when they understand the truth. Therefore, the judicial system of the

IRI, due to my opinn, conscious and thought, politicized me and did things to me that are
amongst the rarest forms of human rights violation. They even sprayed urine on my face
and charged me with what themselves should be charged with. Such crimes are nominal and
yet, dury 3 G KS AYGSNNRIFGAZ2Y YR gA0GK (GKS SyidNE
they were aggrandized a hundred folds and became 99% of the crime committed by me
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taking up almost the entirety of my case file at the Islamic Court! Political and personal
grudges of the powers at work, covert and obvious, and the lacking and ignorant laws at
play, as well as the presence of experts in the processing and interrogation and specialized
states of the case and extracting falsified confessions from me under &mdeorture, has

made it so that my actions seem grand and the false information given appear true to
deceptively enter my case file as the spiritual essence of the crime. Lack of knowledge on
the part of the judicial officials and actors who do not kntive difference between a
computer and internet (in truth they do not know it!) and are not even privy to the literal
meaning of the two terms, has caused dereliction in the case and the errors have not been
fixed. For example, in the forms for continuing/ rdetention and interrogation or in the

Audio Visual laws put forth by the Islamiajlis and ... they write that | started and
managed antregime computer sites!! This means starting and managing internet cafes and
not websites as computer site generalljneans cafénet whereas website is different.
Indeed in places like Europe, Canada, USA, and Oceana, not only my accusations will not be
considered as crimes, but | would have beemwasded as someone who started such
websites, revarded for web designingplogging, and freedom of expression, human rights,
health, medical and psychological care, and others. My actions were legal both by the laws
of those countries and international laws and those of the UN and the divine laws of the
holy Koran. As did the ber heads of the Judiciary, the current head of the Judiciary has
SELINB&EaSR KAa O2yOSNYy +oz2dzi FlLtasS OFLasS FAtS
allow the judicial authorities to create case files outside of prosecution office. Judicial work

is processing justice. Therefore, they should not relegate their responsibility. It is against the
law for the judge to assigns judicial work to such forces while those forces hold a card
blanche in their hand and set about creating a case file. The wagtiQneng and
interrogation is today, some intelligence and security authorities arrest individuals and
interrogate them in their private detention center and later hand them over to the State
Prison Organization. Interrogation has to be done by the judgsonfession not given in the
presence of the judge is not considered a confession and holds no legal merit. Which lawyer
and Islamic thinker will consider such interrogations, done in certain private detention
centers, as confession? A confession mustSmie OSNIF Ay adl yRINRa®
confession must be against his own self, not others. | am not saying this under the influence
of human right as brandished about by certain countries; they commit the highest
oppressions and human rights violations. fe the decedents of Ali (pbuh) and the justice

he promised. A judge is not permitted to even smile at either of the claimants or frown at
either. Ali considered such acts as oppression. The accused must be given the opportunity to
defend himself. The juge must not decide hastily and set upon issuing an indictment based
2y GKI GO RSOAaAAZ2Yy® ¢KA& Aa |3ILAyad GKS [/ 2yald
news agencies) (Quoting Hashemi ShahroudSharvand Emroo¥Veekly, Norooz 2008
Special Edition]) hope that base on the aforementioned they remove the wrong done to me
and others and heed the call for justice in the unjust courts of the IRI. Right shall prevail and
the judgment day will outlast us all! Will they not think of it? To date, | havebaeh given

the chance to meet with my attorney and discuss the case file. | am not permitted to greet
2NJ aLISI 1 Ay GKS LINBaSyoS 2F yvYeée Fradagz2NySeasz Y.
This case file requires an expert on my behalf and one on beh#te Judiciary (an expert

in internet and computer crime and technological advances). Without such expertise and
while | am not permitted to meet with my attorneys, this court lacks legal merit and stands

to suppress the rights of the accused. Theyehagpeatedly connected me to websites
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owned by others while | had no control or hand in their creation and formation. In videos

taken of me under torture, they forced me to call Batebi an Israeli spy and consider Hossein
Derakhshan to be the spy of CIA ahdNJ yQa aAyAaadSNI 2F LydaSttAa
AyadzZ GAy3 GKS LYFYQaxX AyadzZ GAy3 GKS fSFRSNE
interrogations because | received, without my control and by accident, ridiculing images of

the leader andthe hdrd 2 F GKS NBIAYS YR GUKS {KAQAGS |
those emails. They accused me of obtaining unacceptable property, undeshtréa law,

because | was a Google strategist and used Google advertisements and received money
from Google, techologically the greatest search engine. Such accusations are laughable!

They do not have any illegal activities and are merely a business. They insist that | am a
member of theMunafigin, active in their culturabranch This is my largest false accusation

while | had and have no contact with them, never met any of them and have no

dzy RSNRUGIFIYRAY3 2F GKSY® LayQid GKA&a oYl fAOA?2dz

One of my brothers, who was kidnapped from his home much like myself and transferred to
Evin without any judicial ot shown to him, was falsely accused of propaganda against the
regime while he was not active in any way at all and knows nothing of internet or
computers! My other brother has sought asylum at the UNHCR in Turkey and has no help or
support; he has effectely become homeless. He is accused of managingeligious and
anti-regime websites and propaganda against the regime and thus pressured to close his
weblog and has been threatened with murder. He has been told that if he were to step foot
inside or bedeported to Iran, he will be killed under torture.

They have been frightened and told that they are under pursuit of IRGC and their phones
are being tapped and have no right to be active online. Naturally, in order to pressure me,
they were pressured awell and continue to be. Meanwhile, all | ever did was what | was
meant to do for the betterment of mankind and so | do not fear or run away from them until
we all surrender to the almighty; beware of the day of inspection (judgment).

Is it not that god g the best judge? The prosecutor and Judge Salavati are aware of the
tortures inflicted by IRGC and the interrogators at Evin. However, they deny them to my
face and when | say that it has been 60 years since people and political prisoners are being
tortured and killed at Evin, they call me crazy! Their ears cannot hear truth as god has sealed
their hearts and ears.

After Dr. Batebi, the photographer, attorney and now his website manager have been
imprisoned. Those who have brought destruction upon thentguand humanity, not to be
reformed, are trying to destroy these individuals in the eyes of the public.

This is while | was placed third in the National Islamic Law contest and have published the
holy Koran in English on the internet across North AoserThe interrogators made this into

'y A&aadzsS a ¢Sttt YR O2y&AARSNBR (KS @GSNEAZY
GKSNBE A& o0dzi 2yS Y2NIYyT y2 @FINARFGAZ2Y (G2 o685
brought their interpretation in theranslations) nor by the Sunnis (who accept a Koran with

no interpretations).

Based on the laws listed below, as an oppressed individual, | am announcing my complaint
against the experts, interrogators, inspector and the judge of the case and IRGC (Cyber
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Defense Office) and expect the respectful Prosecution Office of Tehran and the Disciplinary
Prosecution Office for the Judges to process my legal complaint and remove the wrongs
done to me. In the position of someone seeking the wrongs done to me toghéed, |

direct your attention to the following articles:

Articles 124,141,143,144,145,146,151,153, 271, 277, 446, 513, 514, 570, 574, 576, 578, 579,
580, 582, 583, 584, 587, 597, 508, 609, 617, 628, 668, and 669 of the Islamic Penal Code;
articles 20, 2333, 34, 36, 37, 38, 39, 169, 173, and 202 of the Constitution of the Islamic
Republic; Articles 39, note to article 59, 129, 131, 190, 196, 205, and 210 of the Criminal
Procedure Code.

| was not afforded the protections put forth in the Law for Protectof the Rights of the
Accused, the Citizenship Rights Law, Procedural Code of the State Prison Organization,
international and national conventions, the Adftorture Law, and the International Criminal
Procedural Code. The involvement of the obstinatenmbers of IRGC and judiciary and
unnecessary and oppressive interference of the Ministry of Intelligence that | personally
witnessed, all contributed to the human right violation that took place. These cancerous
tumors continue their activity under the ptection afforded to them by the government,

the Majlis and the judiciary. They do not fear anything, even god. So | would like to guide
them to fear god and remind them of a day in the future when the long standing oppression
will be lifted. Do they haveaes to hear this warning?

| warn you of the day that the laws of god, put forth on earth, are to be carried out correctly
and widespread across the earth. You must hence wait for that day alongside me (holy
orders). It is noteworthy that they still insisind persist on their false accusations while |
remain in this [deplorable] physical and psychological state following different tortures and
long stretch of solitary confinementl have not yet been allowed even a single day of
furlough or transfer [of myletention to conditional release].

Vahid Asghari, March 10, 2010
* It must be noted that, due to great distress as a result of torture inflicted upon Mr.
Asghari, the original version of the letter bore numerous diction and grammatical

inconsistencies aherrors. Great care has been taken to ensure the transfer of meaning into
English while keeping true to the original text of the letter.
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Copy of the First Page of the Letter of Complaint of Vahid Asghari
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